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1. Introduction

In the modern world, the banking industry occupies a key
place in ensuring financial stability and economic develop-
ment. Second-tier banks, which are commercial institutions,
play an important role in providing financial services such as
loans, deposits and settlement transactions. However, their
active use of digital technologies and network infrastructures
makes them an attractive target for cybercriminals. Every year,
the number and complexity of attacks on financial organiza-
tions are increasing, which requires an increasingly compre-
hensive approach to ensuring information security.

The relevance of the study is due to the need to protect
second-tier banks from threats related to the exploitation of
vulnerabilities in their networks. Identifying, analyzing and
eliminating such vulnerabilities are key tasks that need to be
addressed to prevent financial losses, leaks of confidential data
and breaches of customer trust. In the context of the dynamic
development of cyber threats, an important task is to develop a
methodology that allows you to quickly identify existing vul-
nerabilities, eliminate them and prevent the emergence of new
threats.

The purpose of this work is to analyze the vulnerabilities of
second-tier banking networks and develop a methodology for
their identification and elimination. To achieve it, it is neces-
sary to study existing threats and vulnerabilities in the net-
works of financial organizations, explore approaches and tools
for auditing bank security systems, propose a methodology for
identifying and eliminating vulnerabilities, considering the
characteristics of second-tier banks and test it in practice,
evaluating its effectiveness and applicability.

The scientific novelty of the research lies in the creation of
an integrated approach to the analysis and elimination of vul-
nerabilities, considering the unique characteristics of the net-
work infrastructure of second-tier banks. The practical signifi-
cance of the work is determined by its contribution to ensuring
the information security of financial organizations, which
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strengthens their resistance to cyber-attacks and customer
trust.

The research is aimed at solving one of the most important
tasks of the current stage of development of the banking indus-
try - ensuring the security of the network infrastructure of
second-tier banks.

As shown in Figure 1, the assets of second-tier banks in
Kazakhstan vary significantly, where the leading positions are
held by Halyk Savings Bank of Kazakhstan and Kaspi Bank.

Data for January 1, 2024
Bank assets as of January 1, 2024
.
(billion tenge)

No. & Bank's name s Controlling stakeholder s

1 Halyk Savings Bank of Kazakhstan mm Holding Group ALMEX JSC 14943
2 Kaspi Bank I Kaspi Group JSC 6689
3 Bank CenterCredit W Bakhytbek Rymbekovich Baiseitov | 6261
. Otbasy bank = National Managing Holding 2006
«Baiterek» JSC
5 ForteBank W Bulat Zhamitovich Utemuratov 3444
6 Jusan Bank I First Heartland Securities JSC 2869
) Eurasian Bank = Eurasian Financial Company JSC | 2759
8 Freedom Bank Kazakhstan I=m Freedom Finance JSC 221
9 ey = National Managing Holding T
«Baiterek» JSC
10 Bank RBK mm KCC Financ LLP 2044
" Citibank Kazakhstan == Citibank, N.A 1087
12 Altyn Bank [l China CITIC Bank Corporation 889
13 | Home Credit Bank Kazakhstan s Home Creditand Finance Bank | g,
LLC
14 Shinhan Bank Kazakhstan i®} Shinhan Bank 475
15 Nurbank =M JP Finance Group LLP 466
16 Bank of China in Kazakhstan Bl Bank of China Limited 417
7 ndustrial & Commercial Bank of Bl 'ndustrial and Commercial Bank of 249
China (Almaty) China
18 KZI Bank TGC. Ziraat Bankasi A $. 233
19 VTB Bank Kazakhstan mm PJSC VTB Bank 226
20 Al Hilal Islamic Bank = Al Hilal Bank PJSC 178
21 Zaman-Bank =W Tasbulat Abguzhinov 25

Figure 1. Second-tier banks of the Republic of Kazakhstan as
of January 1, 2024

1.1. Second-tier banks in Kazakhstan

All banks in Kazakhstan, except the National Bank, be-
long to the second level of the banking system, which is why
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they are called «second-tier banksy». Their activities are regu-
lated by the Law «On Banks and Banking Activities» dated
August 31, 1995 No. 2443. In accordance with this law, a
second—tier bank in Kazakhstan is a legal entity engaged in
commercial activities, the main purpose of which is to make
a profit, regardless of the form of ownership. Such banks
have the right to open subsidiary banks, branches and repre-
sentative offices both in Kazakhstan and abroad. The activi-
ties of second-tier banks are regulated by the Constitution,
laws of the Republic of Kazakhstan and regulations of the
National Bank of the Republic of Kazakhstan.

The development of the banking sector has led to a sig-
nificant increase in the volume of customer data, which has
brought to the fore issues of reliable protection of infor-
mation and users. There are often situations when both inter-
nal and external systems are subjected to unauthorized access
attempts to obtain confidential customer data or disrupt the
work of the organization.

As shown in Table 1, data protection in banks and other
organizations plays a key role not only in ensuring infor-
mation security, but also in maintaining financial stability,
reputation and customer trust.

Table 1. The importance of data protection in banks and or-
ganizations: key aspects and characteristics

Reason Characteristic Consequences in Examples
the absence of
protection
Confidenti- | Protec- Data leakage, ' Leak-
ality tion of personal d ' penalties for non-  age of the bank's cus
ata of clients compliance with the ' tomer database
law
Financial Protection against = Financial losses, Fraudulent transfers
stability theft and unautho  reputational risks
rized transactions
Reputation | Custom- Loss of customer Cyber-attack on the
and cus- | ers' confidence in  trust, customer bank, leading to the
tomer trust | the safety of their ' churn refusal of customers
information from services
Compliance | Compli- Fines, court proceed Non-
with legis- | ance with the req  ings compliance with
lation uirements of GDPR or PCI DSS
standards and
regulations
Business Ensur- Disrup- A ransomware type
continuity | ing data availabili ' tions in operation, d | attack blocking
ty and integrity isruption bank operations
of business process
es
Intellectual | Preventing inter- Competi- Theft of commercial
property nal data leaks tors get access  to  secret documents
protection important infor-
mation
Risk  man- | Minimiz- Increasing business | Insufficient network
agement ing the likelihood | risks segmentation  that
and consequenc- simplifies attacks
es of cyber
attacks
Social Customer and Large-scale  data Leaked credit card
responsibil- | employee safety  leaks can affect numbers and pass-
ity thousands of users | port data

Modern banking is associated with the active use of

online banking, mobile applications and cloud technologies.
These tools provide customers with convenient access to
financial services, simplify account management and reduce
transaction time. However, their use also creates new
challenges in the field of information security.

Key threats include:
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— Phishing aimed at obtaining customer credentials.

— DDoS attacks that can disrupt the availability of ser-
vices.

— Attacks on APIs that can be used to steal data or spoof
operations.

To minimize these risks, banks should implement ad-
vanced security measures such as multi-factor authentication
systems, modern antivirus solutions and tools for analyzing
anomalies in traffic.

1.2 Information security audit: key aspects and stages

An information security audit is an independent
assessment of the security of the information system of a
bank or other company using modern technologies. It is
conducted according to established criteria that allow you to
quickly identify weaknesses in the system and
comprehensively assess its effectiveness. It is important to
note that the audit is carried out not only in case of incidents
such as a data leak or a system malfunction. As shown in
Figure 2, the official regulatory document on the information
security requirements of banks in Kazakhstan:
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Figure 2. Requirements for ensuring information security of
banks, branches of non-resident banks of the Republic of
Kazakhstan

An audit is often ordered in the following situations:

— Carrying out reorganization in a credit and financial or-
ganization.

— Merging of various branches.

— Replacement of the management staff.

— Changes in legislation and other reasons.

The main objectives of the audit are:

— Analysis of external and internal threats to the infor-
mation system (IS).

— Assessment of the level of IP security at the time of the
audit.

— Search for vulnerabilities and problem areas.

— Formulation of recommendations for improving securi-
ty measures.

— Information security audit includes comprehensive veri-
fication:

— The degree of protection of customer data.

— Compliance with bank secrecy.

— Reliability of financial transactions, especially in condi-
tions of possible interference.

Types of audit:
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— External audit — conducted by independent experts on
the initiative of the bank's management or law enforcement
agencies.

— Internal audit is a regular monitoring of information
systems, which is carried out by the bank's employees ac-
cording to established schedules and rules.

Stages of the audit:

— Defining the responsibilities of the auditors and coordi-
nating the plan with the customer.

— Data collection, including information about the com-
pany's structure, security measures and the functioning of the
system.

— Comprehensive or partial analysis.

— Assessment of the collected information and identifica-
tion of problem areas.

— Development of recommendations and writing of the
final report.

2. Materials and methods

2.1. Information security standards and requirements in
the banking industry

An audit may also include checking the physical and
electronic infrastructure, assessing the security of data with
limited access, and identifying possible information leakage
channels.

2.1.1. Risk management

Information security in the banking industry is strictly
regulated by both international and national standards, regu-
lations and laws that establish minimum requirements and
basic principles for the protection of data, systems and trans-
actions. Meeting these requirements not only helps to protect
information and reduce risks, but also ensures compliance
with legal obligations, which is especially important for
financial institutions such as second-tier banks.

As shown in Figure 3, in the folder | have collected all
the information security policies of banks and their certifi-
cates of compliance with information security standards:

Figure 3. Documents of information security and certification
banks

International standards in the field of information security
are designed to establish uniform rules for data protection
management for organizations in various industries, includ-
ing banks. The main international standards include:

ISO/IEC 27001: one of the most common standards for
information security management. It sets requirements for
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the creation, implementation, maintenance and improvement
of information security management systems (ISMS) in or-
ganizations. Compliance with this standard helps to ensure a
comprehensive approach to data protection, including risk
management, monitoring and auditing.

ISO/IEC 27002: This is a guide for the practical applica-
tion of safety measures, complementing ISO/IEC 27001. It
provides recommendations on aspects such as asset man-
agement, access control, cryptographic protection and physi-
cal security.

PCl DSS (Payment Card Industry Data Security Stand-
ard): a standard aimed at ensuring the security of payment
card data. It is mandatory for organizations working with
payment cards, including banks, and includes requirements
for card data protection, transaction monitoring and auditing,
and vulnerability management.

2.2. Banking security: standards and requirements

NIST Cybersecurity Framework: Developed by the US
National Institute of Standards and Technology (NIST) and
contains recommendations on cybersecurity management.
Important elements include detection, protection, monitoring,
incident response and recovery.

In addition to international standards, second-tier banks are
also required to comply with national requirements, which vary
from country to country. As a rule, they are set by central banks,
financial regulators or government agencies and include:

— Data protection legislation: In many countries, there are
laws that require the protection of personal data of customers.
For example, the EU has a General Data Protection Regulation
(GDPR), which sets strict requirements for the processing and
storage of personal data. Other countries may have similar
laws requiring banks to protect customer data and report secu-
rity breaches.

— Requirements of central banks and regulators: Central
banks often impose their own requirements on the information
security of financial institutions, including mandatory audits,
cyber incident reports, risk management and data protection.

— Cybersecurity legislation: In some countries, there are
special laws governing cybersecurity in the financial sector.
They may include the mandatory use of security technologies,
regular penetration tests and rapid response to cyber threats.

— In addition to international and national standards, sec-
ond-tier banks can follow industry recommendations that help
implement best practices in the field of information security:

— Basel Standards on Risk Management: The Basel Com-
mittee on Banking Supervision develops recommendations on
the management of operational and cyber risks for banks.
These standards cover data protection, business continuity, and
information risk management.

— COBIT: an IT management methodology that provides
tools and standards for effective management and protection of
information systems. COBIT helps organizations align IT pro-
cesses with business goals and ensure a high level of security.

— CIS Controls: A set of 20 key actions that organizations
must take to protect their systems. These measures include
asset inventory, account management, and incident response.

In order to comply with regulatory requirements, it is nec-
essary to constantly monitor and audit information security,
including:

— Regular security audits: Independent audits help identi-
fy security gaps, assess vulnerabilities, and propose solutions
to address them.
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— Monitoring compliance with standards: monitoring the
implementation of all mandatory procedures and require-
ments established by standards and regulations.

— Reporting and Incident response: It is important to re-
spond to security incidents in a timely manner and provide
reports to regulators on any serious cyber-attacks or viola-
tions.

In the Republic of Kazakhstan, information security is-
sues in the financial sector are regulated by a number of
legislative acts aimed at protecting data and banking systems:

— The Law of the Republic of Kazakhstan «On Commu-
nicationsy: regulates the protection of information transmit-
ted over communication networks and obliges telecom op-
erators to ensure its security.

— The Law of the Republic of Kazakhstan «On Informati-
zationy: establishes rules for the protection of public and
private information systems, including banking structures.

— The Law of the Republic of Kazakhstan «On Personal
Data and their Protectiony»: regulates the collection, storage
and protection of personal data, obliging banks to comply
with the requirements for the protection of customer infor-
mation.

The National Bank of the Republic of Kazakhstan puts
forward its requirements for banks, including:

— Resolution on requirements for information systems of
second-tier banks.

— Methodological recommendations on risk management
and cybersecurity.

Kazakhstan also has an Integrated Information Security
System (CSIS), which establishes the classification of infor-
mation systems by security levels and requirements for cryp-
tographic data protection. Banking systems often meet these
requirements to provide a high level of protection.

Internal and external audits are key elements to ensure
that the bank is in order and everything works as expected.
But each of these types of audit has its own tasks and ap-
proaches.

2.3. Information security assessment and audit: stand-
ards and practices

Internal audit is like an internal audit. The bank’s audit
team analyzes documents, risk management processes and
compliance with internal rules and legislation. In fact, they
check how effectively the bank and its internal systems are
functioning.

This audit is important in order to monitor the bank's op-
erations, ensure compliance with internal standards and legis-
lation, as well as for risk management. Internal auditors as-
sess how well the bank is protected from possible threats and
suggest ways to improve control mechanisms. This helps to
prevent possible fraud and abuse.

This task is performed by the internal audit service. She
is independent from the day-to-day operations of the bank,
which allows her to objectively evaluate the work of the
organization. The results of the inspections are transmitted
only to the management and the board of directors so that
they can take measures to improve.

The internal audit process begins with planning: auditors
decide what to pay attention to. Documents, financial state-
ments, and processes are then reviewed to identify problems
and suggest improvements. As a result, a report with recom-
mendations is compiled, after which the auditors monitor
how their advice is implemented and how effective they are.
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As a result, internal audit helps the bank to work more ef-
ficiently, manage risks and avoid fraud. This allows you to
identify and correct errors in advance that may affect the
operation of the bank.

An external audit is an audit of a bank by a third—party
audit company. Independent auditors assess how reliable the
bank's financial statements are and whether they comply with
legal requirements. This audit is conducted for external
stakeholders: investors, customers and regulators.

The main task of the external audit is to confirm that the
bank's financial statements are honest and transparent, and
the bank itself manages risks and complies with all require-
ments. Auditors analyze financial data, check documents and
procedures to identify possible problems.

Independent audit firms such as KPMG, Deloitte or PwC
conduct external audits. These companies must have the
appropriate licenses and experience working with financial
institutions in order for their reports to be recognized by
regulators and investors.

In the process of external audit, the audit company agrees
with the bank on the list of documents and processes to be
checked, analyzes accounting data, checks sample transac-
tions and, based on the results, draws up a report evaluating
the bank's performance.

As part of the study, event logs obtained from various
sources of the bank's infrastructure were examined and
analyzed in order to identify malicious activity and security
incidents. In particular, the integration of ElasticSearch with
other SIEM tools was used, as shown in Figure 4, which
made it possible to centrally collect and analyze data. Logs,
including logs of servers, routers, and security systems, have
been carefully checked for anomalies, signs of unauthorized
access, and other signs of possible threats, such as
vulnerability attempts, DDoS attacks, or malicious activity
related to internal or external threats. This process made it
possible to effectively identify security incidents and respond
to them in real time, increasing the overall protection of the
bank's information systems.

eeeeeeeee

Figure 4. Analysis of logs and process tree using
ElasticSearch to detect malicious activity

An external audit is necessary so that outside observers,
such as investors or regulators, can trust the bank. He con-
firms that the bank conducts its activities transparently and
complies with financial standards.

Internal audit helps the bank to improve its work from the
inside, identifying problems and offering solutions. An ex-
ternal audit confirms that all financial statements are honest
and comply with regulatory requirements. The internal audit
is carried out by the bank's employees, the external audit is
carried out by independent companies. An internal audit can
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be an ongoing process, while an external one is conducted
once a year for reporting purposes.

When conducting an information security audit in ac-
cordance with international and Kazakhstani standards, the
process included several key stages covering both documen-
tation and practical aspects of security. The first step was to
thoroughly analyze all the information security documenta-
tion that exists in the organization. The relevance of internal
security policies and regulations was checked, their compli-
ance with standards such as ISO/IEC 27001, as well as har-
monized Kazakhstani standards (for example, the require-
ments of Kazakhstan's Cyber Shield). Special attention was
paid to documenting risk management processes, incident
response planning, and data backup and recovery policies. It
was verified that these documents fully reflect the real situa-
tion, and do not exist only on paper, and comply with both
internal regulations and external regulations, including the
legislative requirements of Kazakhstan.

As shown in Figure 5, the entire organization was audited
and all the necessary fields were filled in to evaluate the
MSAT security information.

i 2 L2CCeFRoaAYBGE

Figure 5. Studying the Microsoft Security Assessment Tool
(MSAT)

After analyzing the documentation, the user's access rights
to information systems and data were checked. This was an
important stage aimed at minimizing risks by limiting access
to critical resources. The current structure of access rights was
evaluated, it was analyzed which employees had access to
various systems, and it was checked whether this access corre-
sponded to their functional responsibilities. The principle of
minimum necessary access was applied to ensure that users
receive only those rights that are necessary to perform work
tasks. Access to critical systems such as servers, databases,
and confidential documents was limited and strictly regulated.
The processes of auditing user actions were checked, including
accounting for attempts to change data, access to confidential
information and any changes in access rights.

The analysis of the organization's network settings and in-
frastructure included checking the configuration of firewalls,
routing settings, and the use of secure communication chan-
nels such as VPNs to access internal resources. Attention was
paid to data transmission: it was analyzed whether they are
encrypted during transmission over the network, and how
reliable the encryption algorithms used are. The use of up-to-
date and secure protocols for data transmission, such as TLS
1.2 and higher, was checked in order to exclude the transmis-
sion of confidential information through unsafe channels.
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Vulnerability testing included analyzing the configuration
of servers, databases, and other critical systems for configu-
ration errors that could lead to vulnerabilities. Both manual
analysis methods and automated tools (for example, vulnera-
bility scanners) were used, which made it possible to identify
potential entry points for attackers and suggest ways to elim-
inate them.

Data protection during storage and backup was evaluated.
It analyzed how data encryption on disks is organized, how
reliable the security methods used are, as well as data backup
and recovery procedures. It was checked how regularly
backups are performed, where they are stored and how
quickly they can be restored if necessary. Special attention
was paid to controlling access to backups.

3. Results and discussion

3.1. Quality Assurance

Incident management and response procedures were
evaluated in terms of their compliance with standards and
best practices. The effectiveness of actions in case of data
leakage, attacks on infrastructure or other incidents was
checked. The efficiency of identifying and eliminating
incidents was analyzed, as well as reporting on each case.

The audit made it possible to identify current weaknesses
in the organization's security system, assess compliance with
international and national standards and offer specific rec-
ommendations for improving protection.

A detailed report was compiled indicating the vulnerabili-
ties found, problem areas and recommendations for their elim-
ination. Vulnerabilities related to incorrect configuration of
servers and network equipment have been identified in the
network of second-tier banks. This included outdated software
versions vulnerable to known exploits, and misconfigured
firewalls. Insufficient network segmentation allowed intruders
to quickly spread through the bank's internal network.

3.2. The process of auditing information security in banks

To eliminate these problems, it was proposed to upgrade
all critical systems to the latest versions with installed securi-
ty patches, optimize network configuration, implement strict-
er firewall rules and network segmentation to isolate critical
resources.

Access control was assessed considering the risk of insid-
er threats. Cases of excessive user rights were identified,
which increased the likelihood of data leaks and errors. The
application of the principle of minimum necessary access has
made it possible to limit access to critical resources.

The analysis showed that data encryption was either not
used during storage and transmission, or outdated algorithms
were used. It is recommended to implement modern encryp-
tion protocols, such as TLS 1.3, and ensure complete encryp-
tion of confidential information.

The bank’s web applications turned out to be vulnerable
to SQL injections and XSS attacks. The conducted penetra-
tion testing revealed insufficient filtering of the input data.
Strict validation and filtering mechanisms are proposed to
enhance protection.

The incident management system has shown poor prepar-
edness to respond to cyber-attacks. It is recommended to
develop a detailed incident response plan and implement
monitoring systems for rapid threat detection.
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As a result of the analysis and elimination of vulnerabili-
ties, the second-tier bank's network has become significantly
more secure from possible cyber-attacks, the risks of data
leaks and unauthorized access to critical systems have been
minimized.

3.3. Recommendations for strengthening the bank's secu-
rity

The developed methodology for identifying and eliminat-
ing vulnerabilities structured the security audit process, min-
imizing risks at all levels of the bank's information system.

It is important to take into account several aspects related
to information security in the context of the layout of the
bank building. First of all, you should pay attention to the
placement of server and data warehouses. These premises
should be isolated and equipped with a security system, and
access to them should be restricted only to authorized
employees. It is also important to consider the risks
associated with unauthorized access through the physical
environment. Areas with increased risks, such as archives
with confidential data or workplaces where sensitive
information is processed, should be under additional control.
Office workplaces and open access areas should also be
designed in such a way as to minimize the likelihood of data
privacy violations. In addition, it is necessary to ensure the
availability of video surveillance, access control and alarm
systems that integrate with the bank's information systems
and the protection system against physical threats such as fire
or intrusion. It is also important to take care of protecting
communication channels, such as telephone and network
connections, from eavesdropping and interference with
transmitted data. In the case of remote work, it is necessary
to provide secure data transmission channels and the
possibility of centralized control. The bank's offices should
be properly allocated jobs, taking into account the principle
of minimizing the visibility of confidential information,
especially if the area is open to visits by customers or other
third parties. Thus, the design and layout of the bank's space
should take into account various aspects of information
security, including physical protection, data protection and
monitoring systems, which significantly reduces the risks of
information leaks and other threats.

As shown in Figure 6, a plan of the bank's office premises
is presented, which can be used to assess potential risks
associated with information security.

Figure 6. Layout of the bank's office premises taking into
account information security risks

The main stages of the methodology:
1. At the preliminary analysis stage, data was collected
on the existing infrastructure, current security measures,
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network hardware and software configuration. To do this,
interviews with technical specialists were conducted, net-
work diagrams and server configurations were analyzed,
access rights management processes and security policies
were documented.

2. Penetration testing included checking systems for vul-
nerabilities using tools such as Burp Suite and Metasploit.
SQL injections, XSS and configuration errors were identi-
fied. For example, testing has shown that some servers and
web applications are susceptible to attacks on input data.

3. The analysis of access rights was aimed at verifying the
correctness of the distribution of rights and their compliance
with the duties of employees. The role model of access, ac-
counts with elevated privileges and user actions were studied.
The effectiveness of data encryption during transmission and
storage was also evaluated. An analysis of network devices
and the protocols used revealed the use of outdated protocols,
which led to the recommendation of switching to TLS 1.3.

4. At the stage of analyzing the incident response policy,
existing cyberattack action plans were studied, incident re-
sponse regulations and monitoring systems were checked.

Based on the results of the audit, recommendations were
developed. All critical systems have been updated to the
latest versions to eliminate known vulnerabilities. The roles
and rights of users have been revised, the principle of mini-
mum necessary access has been introduced, and control over
the actions of users with elevated privileges has been
strengthened. The internal network has been segmented to
limit access to critical resources. Encryption of confidential
data using TLS 1 is provided.3. Security policies have also
been improved and monitoring tools have been introduced.

The final report included a detailed description of the
identified vulnerabilities, proposed solutions and recommen-
dations for improving the security system. The audit
strengthened data and infrastructure protection, brought pro-
cesses and documentation in line with international and na-
tional standards, and provided the bank with methodologies
for future audits and improvements.

3.4. Analysis Results

As part of the study devoted to the analysis of vulnera-
bilities in the network of second-tier banks of the Republic of
Kazakhstan and the development of a methodology for their
identification and elimination, extensive work has been done
covering all stages of studying, testing and implementing
solutions to improve information security.

First of all, an analysis of the current state of information
security in second-tier banks was carried out. This included a
study of their network infrastructure, software components,
and technologies used. The main types of vulnerabilities that
are most often found in banking systems have been identi-
fied, such as insufficiently protected web applications, errors
in server configuration, the use of outdated software versions
and insufficient protection of data transmission channels.

In the process, vulnerabilities specific to the banking sec-
tor were checked, including threats related to phishing, SQL
injections, cross-site scripting (XSS), denial of service at-
tacks (DDoS), as well as brute force for password selection.
Special attention was paid to the analysis of internal security,
including access control, account and privilege management,
as well as monitoring user activity.

At the next stage, the systems were audited using both au-
tomated and manual methods. Automated tools such as Nessus
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and Acunetix were used to quickly scan and identify known
vulnerabilities, while manual penetration testing helped to
detect more complex flaws that could have gone unnoticed.
These methods allowed not only to identify critical vulnera-
bilities, but also to understand how they can be exploited.

In addition, many hidden vulnerabilities have been dis-
covered related to incorrect system configuration or lack of
regular software updates. Problems with an insufficient level
of data encryption were also identified, which posed a threat
of interception and unauthorized access.

A methodology has been developed that includes a step-
by-step process for assessing, identifying and eliminating
vulnerabilities. It is based on the principles of threat model-
ing, such as STRIDE and DREAD, which allowed not only
to assess current risks, but also to prioritize them according
to the degree of criticality. The methodology also provided
for regular security audits, which helps to maintain a high
level of protection in the long term.

To verify the proposed solutions, tests were conducted in
conditions as close as possible to real ones. Attack simulations
were used to test the stability of banking systems to various
types of threats. These tests confirmed that the proposed meth-
ods can significantly reduce the likelihood of a successful attack.

In addition, the study made it possible to make a number of
discoveries in the field of improving the effectiveness of pro-
tection of banking networks. For example, it has been found
that using a multi-layered approach that combines monitoring,
analysis and intrusion prevention tools provides a higher level
of security. It is also confirmed that regular updating and test-
ing of systems plays a key role in preventing threats.

As a result, the developed methodologies and recommen-
dations made it possible to improve the security of second-
tier banks, minimize risks and increase the resilience of their
systems to modern cyber-attacks. The work has contributed
to the development of strategies for protecting financial
structures, and its results can be used to further improve
information security in the banking sector.
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Exinmi nenreieri 0aHkTep KeJiCiHaeri 0CaJIbIKTAPAbI TAJAAY KIHE
0JIapPAbI AHBIKTAY KIHE KO0 dAicTeMeCiH d3ipiey

P. Kynan6aes”
Satbayev University, Aivamei, Kazaxcman
*Koppecnonoenyus ywin asmop: kulanbaev.ramazan@gmail.com

Anaarna. byn ecente exiHmi aeHreimeri OaHKTEpAiH aKHmapaTTHIK >KyHeNepiHiH OCaNgBIKTaphl TajJaHaIbl, OJIAPJIBI
KOpFayIbIH QJICi3 JKaKTapbhlH aHBIKTayFa JKOHE KOIOFa Oaca Hazap aymapeuiaapl. Herisri Hazap KOJJaHBICTaFbl KayilCi3mik
KYHenepiHiH ayIquTiHe >koHe OaHK MEKeMeJIepiHiH KYMBICBIHA ocep €TeTiH Herisri KayinTepre aynapbuiaabl. AHBIKTAIFaH
OCaJIIBIKTAPbI KO0 dicTeMeci, COHAal-aK aKHmapaTTHIK KyHelepAiH KuOepimaOyslimapra TO3IMAUIITIH apTTEIpyFa OaFbIT-
TaJFaH Kayilnci3aik mporeaypaiapbl MeH YHBIMAACTHIPYIIBUIBIK IIapaap sl KeTiInipy O0MbIHIIA YCRIHBICTap OepiireH.

Hezizzi ce3dep: aknapammulx Kayincizoik, Oaux oicyuenepi, ayoum, ocanovikmap, Kubepxayinmep, Kopaay adicmepi,

Kayincizoix scyiienepi, YublmMOacmulpyublLiblK Wapaiap.
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AHaJIu3 yA3BUMOCTEH B ceTH 0AHKOB BTOPOI0 YPOBHSI M pa3padoTka
METO0JIOTUN UX BbISIBJIEHUSI M YCTPAHEHUS

P. Kynau6aes”
Satbayev University, Awmamei, Kazaxcman
*Aemop ons koppecnonoenyuu: Kulanbaev.ramazan@gmail.com

AHHoOTamusi. B TaHHOM OTUYeTE aHATM3UPYIOTCS YA3BUMOCTH MHPOPMAITHOHHBIX CHCTEM GAHKOB BTOPOTO YPOBHS C aKICH-
TOM Ha BBIABJIICHHE M YCTPaHEHHE CIa0bIX MeCT B MX 3ammTe. OCHOBHOE BHUMAHHUC YICIEHO ayIHUTy CYIIECCTBYIOIIHX CHCTEM
6€30MMacHOCTH W KIIFOYEBBIM YTpo3aM, BIHUSIOIIAM Ha paboTy GaHKOBCKHX yupeskaeHuit. [IpeacraBieHa METOMOIOTHS YCTpa-
HEHUS BEIBICHHBIX YA3BUMOCTEH, a TAK)KE PEKOMEHIAIMH TI0 COBEPIICHCTBOBAHHIO TPOIEAYp oOecreueHust 6€30MacHOCTH 1
OpTaHM3aI[MOHHBIX MEP, HATIPABICHHBIX Ha MOBBIIICHAE YCTOWINBOCTH HHOOPMAIIMOHHBIX CHCTEM K KHOepaTakam.

Knroueswte cnosa: ungpopmayuonnas 6e30nacHocmos, OAHKOSCKUE CUCTEMbL, AYOUm, Y36UMOCMU, KUOepyepo3bl, Memoobl
3auumel, cucmemvl 6€30NACHOCIU, OP2AHUZAYUOHHbIE MEDDL.
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