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Abstract. This research paper thoroughly examines the issue of phishing on social media platforms and the various vulner-
abilities inherent in these systems. Phishing is a widely used social engineering technique employed by attackers to deceive
users into revealing sensitive information, such as login credentials or financial data. The work provides a detailed analysis of
the different types of phishing attacks, including traditional email phishing, spear phishing, whaling, and the more targeted
approach of social media phishing. Particular attention is given to the mechanisms of phishing within social networks, such as
advanced social engineering tactics, the dissemination of fraudulent links, deceptive messages, and the practice of account
cloning. Additionally, the study delves into the critical vulnerabilities of social media platforms, including insufficient account
security measures, the proliferation of fake profiles, the general lack of user awareness, and underlying technical vulnerabilities
within the platforms themselves. Lastly, the paper suggests comprehensive methods to protect against phishing, including
improving user education and awareness, adopting two-factor authentication, regularly updating passwords, reporting suspi-
cious activities, and implementing stronger technical safeguards. The study underscores the importance of collaborative efforts
between users and social network providers to effectively combat phishing and promote greater internet security.
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1. Introduction mains a persistent problem and will suggest potential coun-

Phishing on social media is one of the most common, termeasures to mitigate the risks.

pervasive, and serious threats that affect both individual 2. Materials and methods
users and organizations alike [1]. Social networks such as 2 1 Tools Used

Facebook, Instagram, Twitter, and LinkedIn, while serving '
as valuable platforms for communication, information shar- In conducting the research for this article, we employed a
ing, and fostering interaction, also create an environment ripe  variety of specialized tools that are essential for cybersecuri-
for exploitation by cybercriminals. These platforms have  ty investigations. The primary tool utilized was Kali Linux
grown to become an integral part of daily life, connecting ~ [4], @ widely recognized Linux distribution specifically de-
millions of users worldwide, but this widespread usage has  Signed for advanced security tasks. Its robust environment
also increased their attractiveness as targets for phishing  allowed me to simulate various attack vectors and assess
attacks and other malicious activities [2]. In this research  Vulnerabilities in different systems.

paper, we will take an in-depth look at the sophisticated Additionally, we utilized the Metasploit Framework [5], a
phishing mechanisms that are commonly employed on social ~ Powerful platform for developing, testing, and executing
media platforms, exploring how attackers manipulate trust ~ €Xploit code against remote target machines. Metasploit
and exploit the inherent social nature of these networks to ~ Provides a comprehensive suite of tools that facilitate the
deceive users into revealing sensitive information, such as identification of security weaknesses, enabling researchers to
passwords, personal data, or financial details. We will exam-  understand how vulnerabilities can be exploited in real-world
ine a variety of tactics, including the use of fraudulent links, ~ SCenarios.

fake profiles, direct messages, and posts designed to lure Furthermore, we employed Maltego [6], a tool known for
victims into phishing traps. Additionally, this paper will ~ its capabilities in data mining and link analysis. Maltego
analyze the underlying vulnerabilities that make social media allowed me to visualize relationships between different enti-
platforms particularly susceptible to such attacks. These ties, such as individuals, organizations, and their online pres-
include factors such as insufficient account security ~ €nce. This capability was instrumental in mapping out the

measures, weak user authentication protocols, and the overall ~ threat landscape and identifying potential attack vectors,
lack of awareness among users regarding potential phishing  thereby enriching the analysis presented in this article.
threats [3]. Furthermore, the inherent openness and intercon- By integrating these powerful tools into my research

nectedness of social networks make it easier for attackers to ~ Methodology, we were able to gather comprehensive data,
impersonate legitimate users or organizations, adding another ~ conduct in-depth analyses, and draw more informed conclu-
layer of complexity to the threat landscape. This study aims ~ sions regarding the security challenges addressed in this
to provide insights into why phishing on social media re-  study.
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2.2 Research Objectives

The purpose of this paper is to comprehensively analyze
social media phishing and related vulnerabilities and to de-
velop recommendations to protect users and improve security
on these platforms. To achieve this goal, the following tasks
are considered:

1. Definition and Classification of Phishing: To study the
different types of phishing, with a special focus on the meth-
ods used in social media.

2. Analysis of Phishing Mechanisms: To identify the
main techniques and methods that attackers use to carry out
phishing attacks on social media.

3. Identification of Social Media Vulnerabilities: To iden-
tify and describe the main vulnerabilities that make social
media attractive for phishing attacks.

4. Development of Defense Recommendations: To pro-
pose effective measures and strategies to protect users and
social media platforms from phishing.

5. Raising Awareness: To emphasize the importance of
educating and raising user awareness of the risks and meth-
ods of protection against phishing.

The research aims to provide a deeper understanding of
the threats associated with social media phishing and to help
develop more effective security measures to protect users in
the digital space.

3. Results and discussion

3.1 Vulnerability in vk.com

There exists a critical vulnerability within the popular so-
cial network VKontakte [7], a Russian social media platform
founded in 2006 by Pavel Durov. This vulnerability allows
all sent documents (files) to be accessed in an unprotected
manner, rendering them open and available to unauthorized
users. Consequently, this issue poses a significant privacy
risk, as any files shared between users—irrespective of their
sensitivity or intended audience—can be easily viewed or
downloaded by individuals without proper authorization.
This lack of security not only compromises personal infor-
mation but also undermines user trust in the platform (Fig-
ures 1-2).
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Figure 1. Searching files by keywords
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Figure 2. Identity card in open form

3.2 Targeted phishing

If an attacker has found personal data on the Internet,
they can use stolen passport data to gain access to bank ac-
counts, credit cards, or other personal accounts. To protect
against such attacks, it is important to monitor the security of
personal data on the Internet, use strong passwords, two-
factor authentication, be attentive to suspicious requests, and,
most importantly, do not share personal data on social net-
works [8]. In practice, we can also encounter targeted phish-
ing (Figures 3-4). Targeted phishing attacks are designed to
use personal information to make the targeted victim click on
a link. They also sometimes use urgency or the risk of mone-
tary value to lure their victims.

From: Security Alert!
To: Amy B
Subject: Account Suspended!

Bankof America
—
//\//
This is a Security Alert you requested to help you

protect your account

Your account has been blocked.
You have exceeded the number of three (3) login
attempts.

To Uit you must update your

password.

Thank you for your cooperation

Figure 3. Targeted attack

For example, an email from Bank of America shows that
someone has tried to access Amy's account and that the bank
has blocked it. For Amy to solve the problem, all she has to
do is click on a link to reset her password. The attackers hope
that Amy will panic about her money, click on the link, and
then give them her login information.

Google

Sign in
My test server

Figure 4. Phishing site for data theft
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credentials.txt

@aiin UzmeHuTb Mpocmotp

Email: google@test.com - Password: 123|

Figure 5. Stolen credentials

3.3 Links for collecting information and downloading the
malware

Such web servers can be configured on third-party serv-
ers and subsequently sent to target users via email. It is es-
sential to exercise caution when receiving emails that claim
to offer giveaways, prizes, or similar incentives, as these may
be phishing attempts. In the example provided below (Figure
6), a closer examination reveals a suspicious link embedded
within the message. The URL in question is not affiliated
with the official Halyk organization, which indicates the
likelihood of fraudulent intent. Careful analysis of such links
is crucial to avoid falling victim to phishing schemes.

%

http://r.allowinvalid.top/
c622ZWRRen1geUIbWVYAMmMRBR
1ZQdSFzYBJ4cnYgGyAMMFQGax|
mLxIPJACBEKIWERYXDVIWUIEOQ
WdSMh48WUFB?
yfx1681756154725

Xanbik BaHk nogapok
Ha PamapaH
Mbl NPUrOTOBUAN MHOIO AEH...
r.allowinvalid.top

A

Figure 6. Malicious mailing on the WhatsApp messenger

The mailing contains an embedded link, which, when
clicked, takes the potential victim to a website where they are
required to answer questions and take part in a draw. To
receive a cash prize, potential targets need to send a message
with a link to their friends and family.

Metadata is information about data, which can include
details such as the time and place of file creation, authorship,
file versions and changes, technical parameters, etc. If an
attacker gains access to metadata, they can do the following:

1. Personal identification: Metadata can contain infor-
mation about the author of the file (for example, the
username of the computer or device), which helps the hacker
identify the owner of the file.

2. Location tracking: Metadata for photos and videos can
contain GPS coordinates, which allows the hacker to find out
the target’s location and travel routes.

3. Targeted attacks: Knowing details about the victim’s
activities and contacts, a hacker can carry out more accurate
and effective phishing or social engineering attacks.

4. Espionage and information gathering: Metadata can be
used to gather information about the projects and documents
the person is working on, which is useful for industrial espi-
onage or preparing attacks on the targeted organization.
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5. Remote access and vulnerability exploitation; Metada-
ta can contain information about software and operating
system versions, allowing a hacker to search for and exploit
known vulnerabilities.

According to the comprehensive Kaspersky Internet Se-
curity for Android 2021-2023 report [9], a total of 341,954
attempts to click on phishing links from various messaging
platforms were successfully blocked. The data shows that
WhatsApp users were responsible for the vast majority of
these attempts, with 90.00% of the blocked links originating
from this platform. Telegram ranks second with 5.04%, fol-
lowed closely by Viber users, who accounted for 4.94% of
the blocked phishing links. These findings highlight the sig-
nificant risks associated with phishing attacks across widely
used messenger applications, emphasizing the importance of
heightened security awareness among users.

lkasperslcy
Figure 7. Phishing in messengers

3.4 Social Media Phishing Protection Recommendations

1. User Education and Awareness: Training and educa-
tion on recognizing phishing attacks should be provided and
precautions taken, such as verifying the authenticity of links
and messages [10].

2. Using Two-Factor Authentication: Two-factor authen-
tication makes it much more difficult for attackers to gain
access to user accounts.

3. Regularly Updating Passwords: Users should change
their passwords regularly and use unique passwords for dif-
ferent accounts.

4. Reporting Suspicious Activity: Social networks should
provide users with convenient mechanisms to report suspi-
cious activity and fake profiles.

5. Technical Measures: Social networks should constant-
ly update their security infrastructure, patch vulnerabilities,
and implement modern protection methods, such as content
filtering and activity monitoring.

4. Conclusions

Phishing remains one of the most used techniques by
fraudsters to illegally obtain sensitive personal information
from users. This information may include phone numbers,
age, names, as well as critical financial data such as payment
card details (16-digit card number, expiration date, and 3-
digit CVV code). In addition, attackers often target logins
and passwords from banking mobile applications and per-
sonal accounts on various platforms. Given the increasing
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MakcarTbl IIA0ybUIAAP YUHIIH JJIEYMETTIK KeJiijiepaeri madybLI
BEKTOPbI
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Anparna. Byn FUIBIMM  Makalla QJEYMETTIK keliiepieri (QUIIMHT MOCeJeciH JKOHEe OcChl IuiaTdopManapaars
OCANIBIKTAP/Ibl JKAH-)KAKThl Tanfaiapl. OUmuUHr — Oy malyslnayibliap naijaaanymbuiap/bl ajjamn, KyIus akiaparTsl,
MBbICAJIbl, JIOTMH HEMece Kap)KbUIBIK JIEPeKTep/i anyra OarbITTalfaH oJEyMETTIK HMH)XeHepus opici. 3eprreyie (QHIIMHT
MIa0yBUTIAPBIHBIH OPTYPIl TYPJIEpi, COHBIH IMIiHAE ASCTYPJNI SJCKTPOHIBIK IIOINTA APKBUIE (DHUIIMHT, crap-(QHIINHT, «ipi
Oamplk aymay» (whaling) jkoHe oleyMeTTIK Jkemile GUIIMHT Xacay TaimaHagpl. OJEyMETTIK JKeJrepnaeri (UIIMHT
MeXaHU3M/ICpiHe epeKIle Ha3ap ayAapbuIalbl, MBICAJIBI, JKETUIIIPIITeH SIICYMETTIK HHKCHEPHS dIiCTepi, XKaJFaH cilTeMenepai
Tapary, aJIaMIIbl XadapiaManap KoHe aKKayHTTap.bl Kemripy TaxipuOeci. COHBIMEH KaTap, dJICyMETTIiK JKeJIiieperi Heris3ri
OCaJIIBIKTap KapacTHIPBUIA/IbI, COHBIH INIHIE aKKayHTTapAbl KOPFayIbIH JKETKUTIKCI3MIr, skKanFaH HpoQuibaepIiH Keberoi,
nalIagaHymbUIapAblH - Xa0apAapibIFbIHBIH TOMEHIIrT JKoHe IuardopManapiblH TEXHUKAIBIK ocalablkrapel. COHBIHIA
(UIIMHITEH KOPFaHYABIH JKaH-)KaKThl SicTepl YChIHBIIA/bI, COHBIH 1IIiH/AE NMai ananynbuiap/bpH XadapJapiiblFbIH apTTIPY,
eKi (hakTOpJIbl ayTeHTU(PUKALMSIHBI KOJJIaHy, KYITHsI CO3ep/li YHEMI KaHAPTHII OThIPY, KYMOH[I opeKeTTepAi xabapiay kKoHe
KYLISHUTUITeH TEXHUKANIBIK KAayIlCI3IiK [apaiapblH eHri3y. 3epTrey (QUIINHITICH THIMAI KYPECy oHE MHTEPHET KayilcCi3airiH
KaMTaMachl3 €Ty VIIiH MaiifaTaHymsIap MeH 9JIeyMETTIK JKelli IpoBaiiepiepiniH O6ipiaeckeH KYII-KirepiHiH MaHbI3AbUTBIFBIH
aTar KepceTesi.

Hezizzi co30ep: duwiune, aneymemmix dceninep, anasKmolx.
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AnHoTanus. B 3T0if rccienoBaTensckoi padboTe MoApoOHO paccMaTpUBACTCs MpoodieMa (UIMHTA Ha TIaTGopMax COIH-
ANBHBIX CETeH M Pa3In4HbIEe YSI3BUMOCTH, MPHUCYIINE 3THM cucTeMaM. QUIIIHT — 3TO MIMPOKO HCIIOIB3YEMbIH METOJ| COIHU-
ANBHOW MHXCHEPHH, UCTIOIB3YEMBIH 3JIOYMBIIIJICHHUKaMH 111 0OMaHa TOJIb30BaTeNNel ¢ MEeNbI0 PaCKPHITHSI KOHDHUICHINAIB-
HOW WH(pOpMaIMK, TaKOW Kak ydeTHBIC NaHHBIC JJIs BXOAa WiM (prHAHCOBBIE MaHHBIE. B paboTe mpencraBieH mOapOOHBIN
aHaNN3 Pa3IMYHBIX THIIOB (DUIMTMHTOBBIX aTaK, BKIIOYAs TPAJUIMOHHBIA (GUIIUHT TI0 3JIEKTPOHHOU IOYTE, [EIeBO (UIINHT,
yIUIMHT ¥ OoJiee IeJIeHaIllpaBIeHHbBIN NOAX0x (UImMHTa B COIMANbHBIX ceTsaX. Ocoboe BHIMAaHHE yIEIIEeTCS MEXaHH3MaM
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(¢uIMHra B COLMANIBHBIX CETSIX, TAKMM KaK MPOJBHHYTHIC TAKTHKH COLIMAIBHON MHXKEHEPHH, PaclpOCTPaHEHHE MOLICHHUYE-
CKHX CCBUIOK, 0OOMaHHBIX COOOIIECHUH U MPaKTHKA KIOHUPOBAHUS YYETHBIX 3amuceil. Kpome Toro, paccMOTpEeHBI KpUTHYCCKUE
YSI3BUMOCTH TIaT(GOPM COLMAIBHBIX CeTEH, BKIIIOUasi HEJOCTATOYHBIE Mephl 0€30MaCHOCTH YUETHBIX 3alUCEH, paclpocTpaHe-
HHE TMOJJIENBHBIX Npoduiei, o0IIyl0 HEOCBEIOMIIEHHOCTh MOJIB30BaTeNleii U 0a30Bble TEXHUYECKHE YSI3BUMOCTH B CaMHUX
wiatrdopmax. HakoHern, B ctaTbe mpeyiaratoTcsi KOMILIEKCHBIE METO/BI 3aIUTHl OT (PUIIMHTA, BKIFOYasi MOBBIIICHHE YPOBHS
00pa3oBaHKs M OCBEJOMIICHHOCTH IOJb30BaTeneil, BHeApeHne ABYX(aKTOPHOH ayTeHTU(HKAIMH, PETYISIPHOE OOHOBJIICHUE
napoJsiei, cooOIeHne 0 MOJO3PUTENHLHOM AEATEIBHOCTH U BHEIpeHHE 0oJiee JKECTKUX TEXHHUYECKHX Mep Oe3omacHocTH. B
MCCIIEJIOBaHNUH TOJUEPKUBACTCSI BYKHOCTh COBMECTHBIX YCHIIMH I10JIb30BaTeNCH M MOCTABIIMKOB COIMAIBHBIX ceTel s d-
(hexTBHOM OOpPHOBI ¢ (GUIIMHTOM W TOBBIIICHHUS YPOBHS Oe30macHOCTH B MIHTEpHETE.
Kntouesvie cnosa: guwune, coyuanvrvie cemu, MOUEHHUYECMEO.
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