SATBAYEV Computing & Engineering
UNIVERSITY Volume 2 (2024), Issue 1, 1-6

https://doi.org/10.51301/ce.2024.i1.01

Establishing a Comprehensive Enterprise Security System

R. Agzam, Kh. Yubuzova®
Satbayev University, Almaty, Kazakhstan
*Corresponding author: k.yubuzova@satbayev.university

Abstract. The article considers the complex provision of information security of an enterprise using modern technologies
and tools. The analysis of the existing network infrastructure was carried out, the main vulnerabilities were identified, includ-
ing the absence of VLANS, subnets and IDS/IPS systems, which increases the risk of unauthorized access and data leakage. To
eliminate the identified shortcomings, a network upgrade was proposed, including the introduction of virtual local area net-
works (VLANS), subnets and the Snort intrusion detection and prevention system. A test model of a corporate network was
created on the GNS3 platform, including a pfSense firewall with an integrated IDS/IPS system, routers, switches and work-
stations divided into VLANSs. Simulations of network attacks using Kali Linux were carried out, which made it possible to
demonstrate the effectiveness of the proposed measures. The Snort system successfully detected and recorded attempts to by-
pass filters and unauthorized scanning, which confirms its suitability for corporate use. The results of the work show that an
integrated approach to information security based on traffic isolation, access control and network monitoring significantly
reduces the risks of cyber-attacks, increases network stability and improves its manageability. The proposed methods can be
recommended for implementation in enterprises seeking to increase the level of security of their information systems.
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1. Introduction AN

Network security analysis is a key element of enterprise V) 2
information security. With its help, it is possible to assess the 0= i -
state of the network, identify vulnerabilities and risks, predict i
threats and develop measures to protect against incidents C
leading to financial losses and loss of reputation. Today's £
reality is characterized by the regular emergence of new and C
sophisticated cyber threats, so regular analysis is necessary to e |
update security mechanisms and policies. In addition, it helps T = -
to comply with standards and regulatory requirements for i allls
information security, and minimize legal risks. The analysis
strengthens the safety culture by increasing employee aware-
ness and reducing the risks associated with the human factor.
As a result, he provides management with information for Figure 1. Layout of the enterprise
informed decisions on security investments and strategic
planning, which is important for the sustainable development
and competitiveness of the enterprise.
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2. Materials and methods AHGT

2.1 Enterprise layout analysis and network devices

During the study, a thorough tour of the office was car-
ried out to create a detailed plan of its location, which facili-
tated the search for network devices and orientation inside o 4t
the room (Figure 1). L

Analyzing the layout, the following were revealed: the 7 E
personnel structure and organizational hierarchy, including | ‘ 3
IT departments, research, quality control, office manage-
ment, a group of assistants, a call center, a director and his
deputy, indicating the number of employees in each.
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Figure 2. Indoor cameras
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Important network equipment is installed in the office:
five switches for combining devices into a single local area
network and two routers for traffic management and connec-
tion to the external Internet. This detail helps to effectively
organize the workspace and optimize internal communica-
tions.

External and internal protection measures have been im-
plemented to ensure safety. External security is provided by
an access control system with personal cards and video sur-
veillance in public places, which prevents unauthorized entry
and allows you to control the flow of people. Internal securi-
ty is supported by video surveillance inside the office, pre-
venting internal threats and acting as a deterrent against un-
fair actions by employees or visitors (Figure 2).
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Figure 3. Server protection from high temperature/fire

2.2 Network security Analysis

During the study, a detailed diagram of the enterprise's
network infrastructure was developed (Figure 4), which
serves as the basis for analyzing the level of network securi-
ty.
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Figure 4. Network infrastructure diagram

At the top level, cloud services and enterprise servers are
located, reflecting an external Internet connection and cen-
tralized resources. The next layer includes routers and
switches that provide communication between servers and

end devices. The lower part shows workstations and network
storage devices (NAS).

A firewall plays a central role in managing and control-
ling network traffic between different domains, blocking
unauthorized access to corporate data and resources. To
enhance the security of network channels, VPN technology is
used, which creates a secure tunnel for data transmission,
which is especially important for remote employees.

The 802.1X standard is used to enhance access control to
network resources, requiring new devices to undergo verifi-
cation and authentication before connecting to the network.
The Zabbix system is used for network monitoring and man-
agement (Figure 5), which monitors network traffic, the
status of routers and the expiration dates of SSL certificates.

The integration of technologies and tools such as firewall,
VPN, 802.1X standard and Zabbix system creates a multi-
layered protection system that significantly increases the
security level of the enterprise's network infrastructure and
allows you to effectively counter modern cyber threats.

Figure 5. Zabbix monitoring system

2.3 Network vulnerabilities

The study revealed disadvantages such as the lack of
VLANS (virtual local area networks), which is why all de-
partments use a single network environment, increasing the
likelihood of unauthorized employee access to confidential
information from other departments and increasing the risk
of corporate data leakage.

In addition, there is no comprehensive network security
policy, which means that there are no clear guidelines for
access management, data protection and responding to secu-
rity incidents, leaving the network infrastructure without the
necessary protection measures. There are also no intrusion
detection (IDS) and intrusion prevention (IPS) systems,
which deprives the network of the ability to effectively detect
anomalies or attacks in real time, increasing the risk of unno-
ticed intrusions and leaks of confidential information, mak-
ing the organization vulnerable to various cyber-attacks.

3. Results and discussion

To improve the security and efficiency of the corporate
network, it is necessary to modernize, including:

1. Implementation of Virtual Local Area Network
(VLAN) technology to divide the network into isolated seg-
ments, improving security and preventing unauthorized ac-
cess between departments;

2. Development and implementation of an information
security policy, including access control, data protection,
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incident response and staff training, ensuring comprehensive
protection of data and resources;

3. Installation of intrusion detection and prevention
systems (IDS/IPS), such as Snort, Suricata or Zeek, for real-
time detection and blocking of threats, increasing the level of
network security.

The use of these measures will reduce the risks of data
leakage, prevent unauthorized access, strengthen protection
against cyber threats and improve network efficiency. It is
recommended to use the GNS3 software to plan and test
changes. The implementation should be accompanied by
careful planning and, if necessary, the involvement of infor-
mation security specialists.

3.1 Implementation on the GNS3 platform

A test network was created within the GNS3 platform
(Figure 6), which includes a pfSense firewall with an inte-
grated IDS/IPS Snort system. The firewall is connected to an
L3 layer router and a switch, which in turn is connected to
Kali Linux. The L3 layer router is also connected to three
switches to which computers are connected. Each switch is
configured on a separate subnet and VLAN corresponding to
a separate department of the enterprise. The network config-
uration has been simplified due to the limitations of compu-

3.2 IDS/IPS Snort system tests and results

Kali Linux is used to conduct attack simulations and
manage the pfSense firewall via a web interface (Figure 7).

The IDS/IPS Snort system has been installed and config-
ured on the pfSense firewall (Figure 8), which will be used in
the future to detect and block suspicious traffic on the net-
work.

ting resources, as GNS3 uses significant hardware resources
to emulate each connected device.
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Figure 6. Network infrastructure diagram in GNS3

When scanning the network using Kali Linux, the follow-
ing alerts were recorded (Figure 9). The last three alerts point
to a source with an IP address of 192.168.40.100, which is
scanning using unauthorized HTTP methods in an attempt to
bypass filters. Under standard conditions, it is recommended
to block such an IP address, however, since this is a test
environment, there is no need to block it.
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Figure 7. pfSense Web Interface
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Alert Log View Filter o
30 Entries in Active Log
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2024-11-24 3 TP Unknown Traffic  192.168.0.1 80 102.168.40.100 54256 19:32 (hnp_inspect) SIMPLE REQUEST

22:35:12 Q Q x

2024-11-24 3 Toe Unknown Traffic  192.16840.100 54256  102.168.0.1 80 19:31 (http_inspect) UNKNOWN METHOD

22:25:132 Q Q x

2024-11-24 3 TR Unknown Traffic  192.16840.100 55578  102.168.0.1 80 19:31 (http_inspect) UNKNOWN METHOD

22:25:01 Q x
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2024-11-24 3 TP Unknown Traffic  192.1 80 102.168.40.100 38642  120:18 (http_inspect) PROTOCOL-0THER HTTP server
2213517 Q Q x response before client request

2024-11-24 3 TP Unknown Traffic  192.1 80 102.168.40.100 38620  120:18 (htp_inspect) PROTOCOL-O0THER HTTP server
221517 Q Q x responsa hafore client request

2024-11-24 3 TCP Unknown Traffic  192.1 80 102.168.40.100 38594 120018 (htp_inspect) PROTOCOL-O0THER HTTP server
221517 Q Q x response hafare client request

2024-11-24 3 TP Unknown Traffic  192.1 80 102.168.40.100 38564 19:32 (hnp_inspect) SIMPLE REQUEST

221517 Q Q x

2024-11-24 3 TCe Unknown Traffic  192.168.40.100 38564  192.168.0.1 80 19:33 (http_inspect) UNESCAPED SPACE IN HTTP URI
2Z1517 Q Q x

Figure 9. Snort alerts

The use of subnets and VLANS plays a key role in ensur-
ing traffic isolation, which significantly increases security and
simplifies network management. These technologies allow
devices to be divided into logical groups, regardless of their
physical location, which helps to reduce the volume of broad-
cast traffic and improve overall network performance.

VLANSs provide flexibility in network configuration, al-
lowing devices to be combined into a single network segment
even when they are located on different switches. This simpli-
fies management and increases the adaptability of the network
to changes.

Subnets, in turn, optimize routing, making it easier to mon-
itor 1P addresses and prevent unwanted interaction between
segments. This separation helps to increase the efficiency of
using network resources and simplifies access management.

The integration of IDS/IPS solutions such as Snort, Suri-
cata or Zeek will ensure the detection and prevention of net-
work anomalies and cyber threats in real time. These systems

will enhance the network’s ability to respond effectively to
intrusions and minimize potential data leaks.

GNS3, a powerful network emulator, is recommended for
planning and testing these enhancements in a controlled envi-
ronment. GNS3 allows for the simulation of complex network
topologies, enabling the organization to test IDS/IPS configu-
rations and other security upgrades before deployment. This
approach supports a proactive stance on security, allowing the
identification and resolution of issues in a simulated environ-
ment before they impact the live network.

4. Conclusions

During the research, a corporate network model was de-
veloped and tested with the integration of modern information
security tools such as VLANS, subnets and IDS/IPS systems.
A simulation of the real infrastructure was carried out on the
GNS3 platform, which made it possible to demonstrate the
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AngaTma. Makanaga 3aMaHayH TEXHOJIOTHsUIAp MEH Kypajgapisl NaijanaHa OTBIPHIN, KOCIIOPBIHHBIH aKMapaTThIK
Kayilci3MiriH KemeHAI KaMTaMachl3 €Ty KapacTHIphUIanbsl. KoJmaHBICTAaFBl SKENIIK MHOPaKYpBUIBIMFA Talfay XYPTi3uimi,
HETI3r OCaNBIKTAp aHBIKTAJAbl, OHBIH inriHae VLAN, imki xeminep xone IDS/IPS xyiienepinin 0onMaybl, OYJ1 pYKCaTChI3
Kipy JKOHE JEepeKTepIiH arblll KeTy KayIliH apTThIpaibl. AHBIKTIFaH KEMUIUTIKTEPII JKOK VIIIH BHPTYaJJbl JKEPrUIKTI
xeninepai (VLAN), itki xeninepai xaHe Snort 6ackll Kipy/li aHBIKTay JKOHE aJlJIbIH ally KYHECiH eHri3yAi KAMTHTBIH JKEeNiHi
kaHapTy YebiHbUIABL. GNS3 miatdopmackiHIa KOPIOPATUBTIK JKENIHIH ChIHAK YJTICI YKacaljbl, OHBIH IlIiHIC OIpiKTIpiAreH
IDS/IPS xyiieci Oap pfSense Opanamaysp, MapuipyTuzaropiap, KommyrtaTtopiap xoHe VLAN-ra OeniHreH 3KyMbIC
cranimsuiappl. Kali Linux kemeriMeH >Kemijik maOybuIIapibl MOJENbACY JKYPTri3iiami, OyJl YCHIHBUIFAH IIapajiapiblH
TUIMALIITIH KepceTyre MyMKIiHIIK Oepmi. Snort xyiieci cy3rinep/i »oHe PYKCaTChI3 CKaHepIeyli aifHaIBIl OTy 9peKeTTepiH
COTTI aHBIKTAIl, TipKeZi, OYJ1 OHBIH KOPIIOPATUBTIK MaiianaHyFa KapaMIbUIBIFBIH pacTaiapl. JKyMbIc HOTIOKENepl TpaduKTi
OKIIayJayFa, KOJ JKeTKi3yaAi Oackapyra jXoHe JKeliHI OaKplIayFa HeETi3JeNreH akKMapaTTHIK KayilCi3mikke KemIeHIi Ke3Kapac
KuOepImadysuiiap KayIiH aiTapibIKTali TOMCEHIETETiHIH, JKENiHIH TYPAaKTBUIBIFBIH apTTHIPATHIHBIH JKOHE OHBI Oackapy
MYMKIHJIITiH jKaKCapTaTBIHBIH KepceTedi. ¥ CHIHBUIFaH QMICTepAl ©3MEpPiHiH aKIIapaTThIK KYHeNIepiHiH Kayilci3miK JeHTeHiH
apTTBIPYFa YMTBUIATBIH KOCIOPBIHAAPFA €HT'13Y YIIIiH YChIHYFa OOabl.

Heezizei co30ep: aknapammulx Kayincizoix, xopnopamuemik oiceni, VLAN, fwxi dceninep, swcenini mooenvoey, mpapux,
Kubepxayinmep.

Co3panne KOMIJIEKCHOM CMCTEeMbI 0€30MaCHOCTH MPenpUusiTUs
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AHHOTanusi. B crathe paccMOTpeHO KOMIUIEKCHOE oOecrieueHHe MH(POPMAIMOHHON Oe30MacHOCTH NPEeNNpUsTUS C HC-
TMIOJIb30BaHNEM COBPEMEHHBIX TEXHOJIOTHH U cpencTB. [IpoBeneH aHanu3 cymiecTByonel cereBoil HHPPacTpyKTypHl, BhIsBIIE-
HBI OCHOBHBIC YSI3BUMOCTH, B ToM uuncie otcyrctBue VLAN, moncereit u cuctem IDS/IPS, 4to noBbImaeT puck HeCaHKLIMOHHU-
POBaHHOTO JIOCTYIIAa U YT€UKH AaHHBIX. sl ycTpaHEHUs! BHISBICHHBIX HEAOCTATKOB ObIIa MpeIosKeHa MOJICPHHU3ALUs CEeTH,
BKITIOYAIOIIasi BHEAPCHUE BUPTYyaIbHBIX JoKambHBIX ceTer (VLAN), moxcereit u cucteMsl 0OHapY)KEHHUS U MPEIOTBPAIICHUS
Bropxenuit Snort. Ha miatgopme GNS3 Obuia co3naHa TecToBas MOJIENb KOPIIOPATUBHOMN CETH, BKIIOYAIONIAS MEKCETEBOI
skpan pfSense ¢ urrerpuposannoit cucremoii IDS/IPS, MapmipyTr3atopbl, KOMMYTaTOPBI M pabovne CTAHIHU, Pa3IeICHHBIC
Ha VLAN. Bbuto mpoBeeHo MOJIeIMPOBAHKE CETEBBIX aTak ¢ ucnonb3oBanreM Kali LinuX, u4To mo3BoJIuio mpoaeMOHCTPHPO-
BaTh 3()(PEKTUBHOCTH HpeUIoKeHHBIX Mep. Cucrema Snort ycremHo oOHapyxuia u 3apuKCUpoBaia MoneiTku 00xona (Guiib-
TPOB M HECAaHKIMOHHPOBAHHOTO CKAHMPOBAHMS, YTO MOATBEP)KAAET €€ NMPHUTOAHOCTH IS KOPIOPATUBHOTO HCIOIB30BAHUS.
PesynbraThl paboThl OKa3bIBAIOT, YTO KOMIUICKCHBIH 1MOJX0J K MH(POPMAIIMOHHOW 0€30I1aCHOCTH, OCHOBAHHBINH Ha W30JISALUH
TpaduKa, KOHTPOJIE AOCTYNa U MOHUTOPHHIE CETH, CYILIECTBEHHO CHIDKAeT PUCKHM KMOEpaTaK, MOBBIIAET CTAOMIBHOCTD CETH U
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yIIydIIaeT ee YnpaBisieMocTb. IIpeaoxeHHble MEeTOABl MOTYT OBITh PEKOMEHIOBAHBI K BHEAPCHHUIO HA MPEIIPUATHIX, CTpe-
MSIIAXCSA TOBBICUTH YPOBEHB 0€30IIaCHOCTH CBOMX HH()OPMAIIOHHBIX CHCTEM.
Knrwouesvie cnosa: ungpopmayuonnasn 6ezonachocme, kopnopamuenas cemo, VLAN, nodcemu, cemegoe moodenuposanue,

mpaghux, Kubepyposol.
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