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Abstract. In view of the new challenges that cloud storage services pose to traditional storage technology, particularly in
terms of data security, reliability, and management technology, an in-depth study of cloud storage security is crucial, focusing
on the basic concepts, structures, and characteristics of cloud storage. Unlike traditional storage, cloud storage operates on a
much larger scale as a distributed system, facing unique security risks such as data breaches, unauthorized access, and loss of
data integrity. It's imperative to analyze the different structural levels of cloud storage systems, including physical storage
servers, network infrastructure, and software applications that manage data distribution and access, as each level presents dis-
tinct vulnerabilities requiring tailored security measures like physical hardware protection, advanced encryption, robust authen-
tication mechanisms, and regular security audits. Additionally, the implementation of redundancy systems is essential for
maintaining data integrity and availability in case of hardware failure or cyber-attacks. Conclusively, a comprehensive cloud
storage security model is proposed, encompassing technological solutions, policy, and governance frameworks to establish
guidelines for data privacy, regulatory compliance, and ethical standards, thus ensuring the security and reliability of cloud
storage systems and making it a secure, efficient alternative to traditional data storage methods in our increasingly data-driven

world.
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1. Introduction

Cloud computing represents a model designed for provid-
ing and managing an expandable, flexible pool of shared
resources, both physical and virtual, across a network. This is
achieved through on-demand self-service. Extending and
evolving from the concept of cloud computing, cloud storage
emerges as a novel idea. It leverages functionalities like
cluster applications, grid technologies, or distributed file
systems. The core of cloud storage systems is to integrate a
vast array of varied storage devices within the network. They
operate cohesively through application software, offering
combined external data storage and business access services.
Nowadays, cloud storage services have gained extensive
usage, encompassing a diverse range of services such as
network drives, online storage solutions, online backup, and
online archiving, all falling under the umbrella of cloud stor-
age services. Concurrently, as the utilization and popularity
of various cloud storage services increase, concerns regard-
ing data security, including issues like data alteration, data
theft, and data loss, are garnering heightened attention.

2. Cloud storage model

The composition of a cloud storage system is multifaceted,
encompassing a variety of components such as networking
hardware, storage devices, servers, application software, inter-
faces for public access, access networks, and client applica-
tions. In this architecture, each segment fundamentally relies
on storage devices, and these devices, in conjunction with
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application software, facilitate external data storage and access
services for businesses. To the end user, cloud storage doesn't
signify a single specific device; rather, it is perceived as an
aggregate of several storage devices and various other re-
sources, forming a resource pool. User interaction with cloud
storage isn't limited to a particular storage device; instead, it's
an engagement with a data access service rendered by the
entire system. This perspective categorizes cloud storage fun-
damentally as a service. The essence of cloud storage lies in its
collective storage devices and the application software that
converts these devices into functional storage services.

In comparison with traditional storage systems, cloud stor-
age systems exhibit several distinctive features. Firstly, in terms
of functionality, cloud storage systems cater to diverse online
storage services across networks, whereas traditional systems
are designed for high-performance computing, transaction pro-
cessing, and other specific applications. Secondly, from a per-
formance standpoint, cloud storage services prioritize aspects
like data security, reliability, and efficiency. Given their broad
service spectrum, large user base, and the complexity and varia-
bility of network environments, providing high-quality cloud
storage services poses significant technical challenges. Thirdly,
concerning data management, cloud storage systems are tasked
with offering not just traditional file access, but also managing
large-scale data and supporting public service functions for
easier management and maintenance of background data in the
system. Based on these attributes, we have conceptualized a
structural model for cloud storage systems, essentially compris-
ing four layers, as depicted in Figure 1.
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Figure 1. Cloud storage structure model diagram

(1) Data storage layer

At the core of any cloud storage system is its data storage
layer. This fundamental component is responsible for linking
various types of storage devices, thus enabling the collective
management of extensive datasets. Its primary functions
include the centralized control of these devices, ongoing
status monitoring, and the ability to dynamically adjust stor-
age capacities. Essentially, this layer acts as a service-centric,
distributed storage system. The storage devices within this
framework might include Fibre Channel (FC) devices or IP-
based solutions like iSCSI (Internet Small Computer System
Interface) and NAS (Network Attached Storage). Typically,
these devices are numerous and spread across diverse loca-
tions, connected via wide area networks, the internet, or
Fibre Channel networks. This setup ensures that data from
different services within the cloud storage system is consist-
ently and uniformly stored, resulting in the formation of a
large-scale data repository.

(2) Basic management

The data storage layer holds a pivotal position in the
cloud storage system, offering an integrated management
perspective across varied services to the higher layers. This
layer employs an array of technologies such as clustering,
distributed file systems, and grid computing to facilitate
seamless connections between multiple storage devices in the
cloud, collectively enhancing the performance of diverse
external services.

In terms of security at this level, safeguarding data access
in cloud storage is achievable through strategies like utilizing
content distribution systems and employing data encryption
technologies. Concurrently, the implementation of various
data backup and disaster recovery techniques plays a crucial
role in ensuring the preservation and integrity of data within
cloud storage. These measures are also fundamental in main-
taining the overall security and stability of the cloud storage
system itself.

(3) Application service layer

This layer is the part of the cloud storage system that can
be flexibly expanded, faces users directly, and interacts with
actual applications. This layer can develop different applica-
tion service interfaces according to user needs and provide
different application services, such as online archiving ser-
vices, online backup services, and network hard disk services.

(4) User access layer

A networked terminal device anywhere to access the
cloud storage system and use cloud storage services accord-
ing to standard public application interfaces.

2.1. Security of cloud storage

2.1.1. Classification of security levels of cloud storage
systems

In the era of cloud computing, a large amount of personal
and enterprise data is often no longer stored on their own
hard drives. Most of the data is stored in cloud computing
operating systems or cloud storage systems through the net-
work. The security and reliability of data will inevitably
become a problem for users. A matter of great concern. Since
different users in the same cloud computing system have
different payment capabilities and different requirements for
the security and reliability of their own data, the cloud com-
puting system or cloud storage system should provide differ-
ent levels of data security for different users. The security
decomposition method of cloud storage systems is divided
into the following four levels from low to high according to
the data storage method and the different requirements of
users: stand-alone level, cross-server level, cross- cluster
level and cross-data center level. Among them, the stand-
alone level means that each data block is only stored on one
server. When the server storing the file data blocks fails, the
file will be damaged. Cross-server level means that each data
block stored will be backed up on different servers. When
one of the servers fails, the storage service access will be
automatically transferred to other backup databases to ensure
data integrity. Cross- cluster level means backing up each
data block between different clusters (a cluster contains mul-
tiple servers distributed in the same cabinet or different cabi-
nets) to prevent data from being destroyed after the cluster
fails. At the same time, since servers in a cluster often share
network switching equipment, cross-cluster- level cloud
storage systems can overcome the problem of being unable
to obtain data once network switching equipment fails, fur-
ther improving data security. The cross-data center level
means that copies of data blocks are stored in data centers in
different regions. The physical distance between the two data
centers may be thousands of miles. This level of security
files can also ensure the integrity of the data in the event of
major disasters and accidents. and reliability. Data storage
with this level of security is often used in core critical data
storage applications such as telecommunications and finance.

In the security level division structure of cloud storage
systems, different security levels are generally inherited
downwards, that is, cross-data center-level security policies
can also implement cross-cluster-level and cross-server-level
security policies. The higher the security level of the cloud
storage system, the higher the corresponding costs and fees.
Users in the cloud storage system can customize storage
services of different security levels according to their actual
application situations and needs.

2.2. Cloud storage security technology

In cloud storage systems, the safeguarding and dependabil-
ity of user data within the "cloud" encounter more profound
challenges, characterized as follows: Firstly, cloud storage,
providing scalable data services, lacks precise security bound-
aries and defined protection hardware, complicating the devel-
opment of effective security measures. Secondly, as cloud
storage transmits data via IP networks, it inherits common
network security threats such as data destruction, theft, altera-
tion, and denial of service attacks, all of which jeopardize data
safety. Thirdly, data storage security encompasses both static
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and dynamic aspects. Static security focuses on protecting data
at rest in the cloud storage system, while dynamic security
ensures the integrity and confidentiality of data during transit,
with numerous risks involved in securing data dynamically in
cloud storage. Fourthly, cloud storage is obliged to maintain
data's fault tolerance, recoverability, and integrity, particularly
in managing service continuity and avoiding data loss during
disasters. Finally, being a public data center, cloud storage
systems feature multi-client connectivity, high interactivity,
and elevated data security needs. They are highly susceptible
to intrusions, attacks, viruses, and malware, necessitating pro-
active, real-time monitoring and defense of data flows within
the cloud storage environment.

Storage security technologies in cloud storage include the
following:

(1) Virtual security technology. Virtual technology is a key
core technology for realizing cloud computing. Storage re-
source providers on cloud storage platforms that use virtual
technology must provide security and isolation guarantees to
their users. Existing research has proposed technologies such
as isolation execution machine technology in the Grid envi-
ronment based on virtual machine technology, performance
and security isolation technology based on cache-level aware
core allocation and cache partitioning page dyeing methods,
etc., so as to improve the basic resources. This layer ensures
the security and reliability of data in the cloud storage system.

(2) Data privacy protection. Privacy protection of data in
cloud storage involves every stage of the data life cycle. Many
existing technologies, such as K-anonymity, graph anonymity
and data pre-processing technology, or solutions to ensure user
data privacy by integrating centralized information flow con-
trol and differential privacy protection technology into the data
generation and calculation stages in the cloud, can be used.
The security and reliability of user data are guaranteed in the
cloud storage system.

(3) Encrypting storage involves securing designated direc-
tories and files through encryption before saving them. This
process primarily comprises two key elements: the creation
and management of user keys, and the encryption and decryp-
tion of data utilizing these keys. By implementing robust data
encryption storage techniques, the protection of sensitive data's
confidentiality during its storage and transmission can be ef-
fectively guaranteed.

(4) Data recovery. It refers to the distributed block storage
of large key data and multiple backups. When a certain data
block fails, the data block can be restored in time and the inte-
gration with other data blocks can be completed quickly, mak-
ing the user feel Failure does not occur. Data recovery can
ensure the reliability of data in cloud storage systems.

(5) In cloud storage systems, every application falls under
distinct security management domains, with each one govern-
ing its local resources and users. Whenever there is a cross-
domain resource access by users, it necessitates the establish-
ment of authentication services at the domain's perimeter. This
setup is vital for enabling unified identity verification man-
agement for those accessing specific resources. In scenarios
involving resource access across multiple domains, each do-
main adheres to its unique access control policy. To ensure
resource protection and access, it's imperative to develop a
common, mutually accepted access control policy for re-
sources that are shared. Formulating and implementing effec-
tive access control policies is crucial in upholding the security
and dependability of user data.

(6) Certification services. The authentication service real-
izes user identity authentication in cloud storage and prevents
illegal access and unauthorized access. In the identity authenti-
cation of the cloud storage system, the user only needs to
prove his or her identity to the cloud storage server. Tradition-
al identity authentication methods often directly expose identi-
ty secrets such as passwords, which are easily vulnerable to
third-party attacks during the transmission process. In the
cloud storage system, the challenge -response authentication
method can be used, so that users can prove their identity
without sending identity secrets, which improves the security
of user data.

(7) Security logs and audits. It is used to record the main
security-related activity events of users and cloud storage
systems, provide necessary audit information for system ad-
ministrators to monitor system and user-related activities, and
provide certain guarantees for the security and reliability of
user data at the application service level. Assure.

2.3. Cloud storage security model

Based on various cloud storage security technologies
proposed in 3.2, this paper proposes a cloud storage security
model for the cloud storage structural model, as shown in
Figure 2. Among them, at the data storage layer, the security
and reliability of data in cloud storage are ensured at the
physical storage resource level by using virtual security tech-
nology, physical security technology, etc.; at the basic man-
agement layer, through such methods as data privacy protec-
tion, data encryption storage, data Recovery technology and
other constructions guarantee the security and reliability of
data in cloud storage systems; and at the application service
layer, we can use access control, authentication services,
security logs and auditing technologies to realize the applica-
tion of various data in cloud storage. layer security and relia-
bility guarantee.
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Figure 2. Cloud storage security model diagram

2.4. Current mainstream cloud computing data storage
and management technologies

Data storage and management technologies in cloud
computing environments cover many aspects such as distrib-
uted file systems, object storage technologies, and NoSQL
databases. The following is an introduction to the current
mainstream cloud computing data storage and management
technologies.

1. Distributed file system

A distributed file system is a file system that stores files
on multiple servers and accesses and manages them through
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a network. In a cloud computing environment, distributed
file systems can achieve reliable storage and efficient access
of data. Currently popular distributed file systems include
Hadoop Distributed File System (HDFS) and Google File
System (GFS).

2. Object storage technology

Object storage technology is a data storage technology
that stores data as objects. Each object contains data and
metadata. Object storage technology supports the storage and
access of massive data and provides high reliability and
scalability. Currently popular object storage technologies
include Amazon S3 and OpenStack Swift

3. Future development trends

With the continuous development and application of
cloud computing technology, data storage and management
technology are also constantly evolving. In the future, data
storage and management technology will continue to develop
in a more intelligent, efficient, secure and sustainable direc-
tion.

3.1 Integration and development of data storage and
management technologies

In the future, data storage and management technology
will increasingly develop in the direction of convergence and
integration. For example, integrating different types of data
storage technologies such as distributed file systems, object
storage technologies, and NoSQL databases can achieve
more efficient, reliable, and scalable data storage and man-
agement. At the same time, data management and analysis
will gradually integrate, making data processing more intelli-
gent and efficient.

3.2 Application of artificial intelligence and machine
learning in data storage and management

The development of artificial intelligence and machine
learning technology will further change the way data is
stored and managed. In the future, the data storage system
will not only be a simple data storage device, but a data pro-
cessing platform with intelligent analysis and prediction
capabilities. Through artificial intelligence and machine
learning technology, the data storage system can automatical-

ly identify and classify data, automatically optimize the stor-
age structure, automatically perform data backup and recov-
ery, etc., thereby improving the efficiency of data storage and
management.

4. Conclusions

Cloud storage is an emerging industry that is developing
very rapidly and has broad development prospects. However,
at the same time, it faces unprecedented security technical
challenges, which requires researchers in the field of infor-
mation security to jointly explore solutions. This article pro-
poses a cloud storage security model and management tech-
nology that can ensure the security and reliability of user data
to a certain extent. But at the same time, we must also note
that cloud storage security is not just a technical issue, it also
involves many aspects such as regulatory models, standardi-
zation, laws and regulations, etc. Therefore, solving the secu-
rity problem of cloud storage cannot only be done from a
technical perspective, but also requires the joint efforts of
industry, academia and government departments to achieve
it.
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ByarThl ecenrey oprachiHAA AepeKTepAl cakTay Kayinci3airi Mmoaei
JKOHe 0acKapy TeXHOJIOTUsAChl 0OMBIHILIA 3epTTEeyJIep

JIro T'yoxyn”
Satbayev University, Arvamei, Kazaxcman
*Koppecnonoenyus ywin asmop: LiuGuohone@outlook.com

AnpaTrna. ByiaTrTel cakray KhI3METTEpi AOCTYpJi CakTay TEXHOJOTHSUIAphl YIINiH, dcipece AepeKTepliH Kayimncismiri,
CEHIMIUTr >kKoHe OacKapy TEXHOJOTHSAIAPHl TYPFBICBIHAH TYBIHAAWTHIH >KaHAa MoceJelepll eCKepe OTBHIPHIN, OYJITTHI
CaKTayJblH HETI3rl TY)KbIpbIMIaManapbiHa, KYPbUIBIMAAPbIHA XKOHE CHIATTaMalapblHa Ha3ap aylapa OThIPbIN, OYJITThI cakray
Kayilci3airiH TepeH 3epTTey eTe MaHbBI3ABL.OYITTH cakray. JlocTypui *KaaTaH ailbIpMaIIbUIBIFEL, OYITTH CaKTay TapaTbUIFaH
Kyle peTiHae onaekaiiia KeH ayKpIMIa >XYMBIC iCTeimi, MepeKTepIiH OY3bUIYbI, PYKCATChI3 Kipy JKOHE JepeKTepiiH
TYTACTBIFBIH JKOFANTy CHUSKTBI Oiperei Kayilci3[ik ToyekennepiHe Tam Ooianbl. BYITTBI cakTay »XYHelepiHiH opTypii
KYPBUIBIMIIBIK JICHI€HJIEPiH, COHBIH imIiHJe (U3MKAJIBIK CaKTay CEpBEpIIEpiH, JKENUITIK MHYPaKyphUIBIMIBI JKOHE NEpEeKTep/i
TapaTy MEH KOJI JKeTKi3y[l OackapaTblH OaFjapiaMaliblK KOCHIMIIAIApIbl TajlJay ©Te MaHbI3Ibl, OWTKEeHI opOip neHreu
(u3HMKaIbIK JKaOaBIKTHl KOPFay, KeHEHTUIreH mudpiay, CeHIMAI ayTeHTH(UKANNs MEXaHU3MIEPl XKoHE TYPaKThl Kayilci3mik
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TeKcepyJiepi CHSAKTHI KEeKe KAyilCi3MiK ImapaiapblH KaKeT eTeTiH opTypili ocaimblkTapasl kepcereai. CoHBIMEH KaTap,
pe3epBTIK JKyHenepAl eHriy ammapaTThIK KypajlAapAblH iCTeH IIBIFYBl HeMece KHOepmraOybuimap KesiHIe OepeKTepIiH
TYTaCTBIFbIH )KOHE KOJDKETIM/UIITIH caKkTay YIIiH eTe MaHbI3bl. KOpBITHIHIBIIAN KeTle, AepeKTepAiH KYIHSIBUIBIFBL, CONKECTIK
JKOHE JTUKAJIBIK CTaHJapTTap OOMBIHINA HYCKAyJBIKTapAbl d3ipiiey YIIIH TEXHOJOTHSUIBIK IIEeNIMIEpAl, cascaTThl JKOHE
Oackapy jXKyHenepiH KaMTUTBIH OYJITTBHIK CakTay KayilCi3JiriHiH KEeUIeHAl MOJENi YCHIHBUIaIbl, OChUIalINA OYJITTHIK CakTay
JKYHeepiHiH Kayinci3iri MeH CEeHIMIUIriH KaMTaMachl3 eTeZl >KOHE OHBI Oi3/1iH OapraH CailblH JepeKTepre HETi3AeireH
NeMJIe AQCTYPIIL ACPEKTEP/Ii CaKTay 9MIICTepiHe KAyilci3 KoHe THIMIII OagaMa eTe/i.
Heeizei co30ep: bynmmel cakmay, Kayincizoik mooeni, oepekmepoi cakmay, KamvlHacmvi bacKapy .

HccaenoBanue moaesim 6e30MacHOCTH XPaHEHUS JAHHBIX U
TEXHOJOTMH YIIPABJIEHUS B cpede 00J1a4HbIX BHIYMCJICHU I
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Satbayev University, Awvuamot, Kazaxcman
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AHHOTanMsi. YUNUTHIBas HOBBIE BBI30BBI, KOTOPbIE OOJaYHBIE CEPBUCHI XPAaHEHHsI JaHHBIX CTaBST MEPEA TPAAULMOHHBIMH
TEXHOJIOTHSIMU XPaHEHHUs!, 0COOEHHO C TOYKH 3pEHHUsI O€30MaCHOCTH JIAaHHBIX, HA/IS)KHOCTH U TEXHOJIOTMH yIpaBlIeHUs], KpaliHe
B)XHO MPOBECTH YIIIyOJEHHOE M3ydeHHE 0E30MacHOCTH OOJIAYHBIX XPaHMIMIL C YIeIeHHEM 0CO00ro BHHMAHHUSI OCHOBHBIM
KOHIICHIIMSIM, CTPYKTYpaM M XapaKTEPUCTHKAaM OOJauHBIX XPaHWIMIL. B oTianMYne oT TpaguLHMOHHBIX XpaHMIUII, 0ONavHbIe
XpaHWIHIIA paboTar0T B ropa3no OoJblIeM MacmTade Kak paclpeAeiCHHas CUCTEMA, CTAIKMBAsCh ¢ YHUKAJIbHBIMUA PHCKaMHU
0e30MacHOCTH, TAKMMH KaK YTE€YKa JaHHBIX, HECAHKIMOHUPOBAHHBIA OCTYI U HOTEPs LEIOCTHOCTH JaHHBIX. KpaiiHe BaxHO
NPOAHATU3HPOBATh PA3IMYHBIE CTPYKTYPHBIC YPOBHHM OOJIAUHBIX CHCTEM XPAaHEHUS IaHHBIX, BKIFOYAs (H3UYECKUE CEpBEPHI
XpaHEeHUs, CETEBYIO MHPPACTPYKTYPY M MIPOrpaMMHBIC NPHIIOKCHUS, YIIPABIIAIONINE PACIIPEACIICHAEM TaHHBIX H TOCTYIIOM K
HHM, TTOCKOJIbKY Ka)KABIi YPOBEHb COJIEPIKHUT pPa3lIMuHbIE ySI3BUMOCTH, TPEOYIOIINE CHEIUAIbHBIX Mep 0€30MacHOCTH, TaKUX
Kak (U3MUecKas anmnapaTHas 3alluTa, yCOBEpIICHCTBOBaHHOE MIK(pOBaHKe, Ha/Ie)KHbIE MEXaHU3MbI ayTEHTH(UKALINT U Pery-
JSIpHBbIE MPOBEpKHU Oe3omacHocTH. KpoMe Toro, BHEJpEeHHE CHCTEM pe3epBHPOBAHMS HMEET BaXKHOE 3HAUSHHE ISl TOAJIepiKa-
HHS LEJIOCTHOCTH M JOCTYITHOCTH JAHHBIX B CJydyae ammaparHoro c0ost win kubOepartak. B 3akiroueHue mpejuiaraercsi KoM-
TUIEKCHAsl MOJIENb 0€301acHOCTH OOJIaYHBIX XPaHHJIHII, BKIIOYAIOIIAs TEXHOJIOTHYECKHE PEIICHNUS, TOTUTUKY U MEXaHU3MBI
YIPaBJICHUs! IS OTIPEJIeNIeHNs] IPUHLIUIIOB KOH(BHICHIIMaTbHOCTH IaHHBIX, COOJIIOACHNSI HOPMAaTUBHBIX TpeOOBaHHI U ATHYE-
CKHX CTaHAApPTOB, YTO oOecreynBaeT 0E30MacHOCTh M HAJISKHOCTh OOJAYHBIX CHCTEM XPAHEHHMS JAHHBIX U JellaeT ux 0e3-
onacHoi u 3((GEeKTUBHON aJbTEePHATHBON TPAJULMOHHBIM METOJAM XPAaHECHHS AaHHBIX B HAIIMX PACTYIIMX YCIOBHUSX. MHD,
OCHOBAHHBIU Ha JIAHHBIX.

Knroueswie cnosa: obnaunoe xpanunuuje, mooenb 6€30NACHOCMU, XPAHEHUe OAHHbIX, KOHMPOIb 00CMYNd.
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