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Abstract. Using mathematical algorithms and transformations to protect data by encrypting it, cryptographic mechanisms
are reliable and indispensable methods of protecting information today. However, without certain rules, requirements and rec-
ommendations for the use of cryptographic mechanisms, the implementation of encryption does not provide adequate protec-
tion against information security threats. To solve this problem, it is necessary to focus on international standards in the field of
cryptography, which contain the best techniques, practices and recommendations for ensuring data security. This paper reviews
four 1SO technical committees (ISO/IEC JTC 1/SC 27, ISO/IEC JTC 1/SC 29, ISO/IEC JTC 1/SC 29, ISO/IEC JTC 1/SC 6b
ISO/TC 68/SC 2) involved in the development and regulation of international cryptographic standards. The cryptographic
standards developed by these committees are analyzed. International standards are categorized by the type of cryptographic
security mechanisms considered. Six main categories were identified, such as encryption mechanisms, authentication mecha-
nisms, hash function mechanisms, key management mechanisms, prime number and bit generators, and requirements for cryp-
tographic modules. Forty-eight international standards are analyzed by category, of which forty are active and eight are under
development. The content of the most relevant international standards from each category is disclosed, their goals and objec-
tives are indicated. The question of adaptation and harmonization of the considered international standards in the Republic of

Kazakhstan is touched upon, as they play a key role in guaranteeing data security during their transmission and storage.
Keywords: cryptography, information security, international standards.

1. Introduction

The availability of information and communication technol-
ogies is the basis for building a modern information society and,
at the same time, the reason for the need to ensure the security of
this information society. The choice of the research theme is
justified by the importance of cybersecurity issues in the modern
digital society, where in-demand digital technologies are ac-
companied by potential threats and risks. Huge amounts of
information stored in databases, transmitted through networks
and processed in information systems require reliable protection
mechanisms. In this context, cryptography plays an important
role and cryptographic standards serve as a reliable guide to
ensure the correct application of cryptographic mechanisms.

In today's world, standards play an important role by estab-
lishing generally accepted norms and rules to maintain uniformi-
ty and efficiency in various fields. In the digital age, when in-
formation technology is becoming an integral part of our daily
lives, standards become even more important, especially in
ensuring information security and interoperability.

International cryptographic standards are specifications and
guidelines designed to guarantee the protection of confidentiali-
ty, integrity and authentication of data in the digital space. They
cover broad aspects of cryptography, ranging from encryption
methods to key management processes. International organiza-
tions such as the International Organization for Standardization
(ISO) and the International Electrotechnical Commission (IEC)
are actively involved in the development and negotiation of
these standards, thereby ensuring worldwide consistency in
approaches to cryptographic security and creating universal
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frameworks for data exchange and interoperability on a global
scale.

Cryptographic standards not only provide best techniques,
practices, and technical guidance, but also foster common con-
cepts and terminologies. This promotes mutual understanding
between countries and organizations, fosters a common lan-
guage in cybersecurity, and enhances overall preparedness to
address threats in the digital space.

The purpose of this study is to analyze the scope of activities
of organizations involved in the development and regulation of
ISO/IEC international standards in the field of cryptography,
categorize international standards by cryptographic security
mechanisms based on their analysis, and reveal the content of
the most relevant international standards from each category.

2. Materials and methods

2.1. Technical committees

The study examined and analyzed existing and currently rel-
evant international cryptographic standards available on the
1SO.org web resource. This source provided an extensive set of
standards covering various aspects of cryptography, ranging
from encryption methods to authentication and key manage-
ment.

The research and analysis revealed that international cryp-
tography standards are developed and regulated by four bodies,
also known as technical committees.

Technical committees are specialized bodies that develop
and maintain standards related to various aspects including
cryptographic methods, protocols and technologies. These
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committees play a key role in developing regulations that define
the application of various encryption methods, authentication,
key management and other cryptographic mechanisms. These
committees bring together experts and stakeholders from around
the world to harmonize and develop standards that promote
interoperability and provide a high level of security in various
fields including information technology, multimedia, finance,
and telecommunications [1].

Figure 1 shows the four main technical committees involved
in the development and regulation of international cryptographic
standards.
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Figure 1. Technical committees governing international cryp-
tographic standards

ISO/IEC JTC 1 (Joint Technical Committee 1) is a tech-
nical committee of the International Organization for Stand-
ardization (ISO) and the International Electrotechnical Com-
mission (IEC) that specializes in standardization in the field of
information security. Within this committee, it develops and
updates cryptographic standards that cover a wide range of
topics such as encryption algorithms, security protocols, key
management, authentication methods, etc. The history of this
committee, is related to the development of information secu-
rity and cryptography. It begins at the end of the 20th century,
when information security became one of the key aspects in
the field of information technology. Joint Technical Commit-
tee 1 (JTC 1) was founded in 1990 by ISO and IEC. Within
JTC 1, several subcommittees (Subcommittee, hereafter SC)
were established: SC 27, SC 29 and SC 6 [2].

SC 27 (Subcommittee), focuses on various aspects of in-
formation security, including cryptography. The tasks of this
committee include the development of standards, guidelines
and recommendations on cryptography, as well as on other
aspects of information security. Today, ISO/IEC JTC 1/SC
27 remains a key forum for the discussion and development
of cryptography standards, playing an important role in se-
curing information technology and systems worldwide [3].

SC 29 (Subcommittee), like SC 27, is a subcommittee of
the International Organization for Standardization (1SO) and
the International Electrotechnical Commission (IEC), except
that it specializes in standardization in the areas of image,
audio, and multimedia coding. The history of this committee
also dates back to the period of intensive development of
digital technologies at the end of the 20th century, when
multimedia technologies became increasingly common in
various fields such as telecommunications, entertainment,
education and medicine. The SC 29 subcommittee focuses on
standardizing the encoding, compression and transmission of
multimedia data to ensure compatibility, playback quality
and security. SC 29 develops and regulates standards for
various file formats, codecs, and transmission protocols, and
also develops standards and recommendations for protecting
multimedia content, including cryptographic methods and
protocols to ensure data confidentiality and integrity [4]. To

date, Subcommittee SC 29 continues to actively work on
developing and updating multimedia standards, including
improving cryptographic techniques for securing multimedia
data in various applications and industries.

SC 6 (Subcommittee 6) is also part of the International
Organization for Standardization (ISO) and the International
Electrotechnical Commission (IEC), is concerned with in-
formation technology standardization in the areas of data
management and organization. It focuses on various aspects
of information management, including standards and rec-
ommendations for data models, data description languages,
data processing methods, database management systems, and
many other aspects related to organizing and storing infor-
mation. The history of the SC 6 subcommittee dates back to
the period of rapid development of information technology in
the second half of the 20th century, when there was a need to
standardize the management and organization of data. Since
then, there has been an active development of standards
focused on the efficient and secure organization and man-
agement of information. Cryptography is not the main focus
of SC 6, but aspects of cryptography are also covered in
standards related to data security and information systems
protection [5].

ISO/TC 68 (International Organization for Standardiza-
tion/Technical Committee 68) is a technical committee of the
International Organization for Standardization (ISO) that
deals with standardization in the areas of financial services,
banking and monetary system. The committee's activities are
aimed at developing and approving international standards
that help to ensure the efficiency, reliability and safety of
financial transactions and banking services. These standards
address both data exchange, message formats, authentication
processes, information security, including cryptographic
mechanisms, and other technical and organizational aspects
related to financial transactions.

ISO/TC 68 covers a wide range of topics including bank-
ing, payment systems, insurance, asset management, and
other aspects of financial services. The work of the commit-
tee includes discussion and development of new standards,
updating existing standards to meet changing market needs
[6].

SC 2 (Subcommittee 6), is a subcommittee of ISO/TC 68
Technical Committee, focuses on the development of inter-
national standards in banking, securities and other financial
services. The history of SC 2 is rooted in the development of
the banking and financial industry, especially in the context
of electronic payment systems and cards. Cryptography also
plays an important role in the work of SC 2. In the context of
financial services and banking, cryptography is used to en-
sure information security, data protection and transaction
confidentiality. Thus, cryptography is an integral part of SC
2 work and plays a key role in ensuring the safety and
soundness of financial transactions and banking services [7].

2.2. Categorization of International Standards

After analyzing international cryptographic standards, six
major categories of international standards were identified,
each covering specific aspects of cryptographic applications.
Forty-eight standards were examined, of which forty are
active and eight are under development. Standards were
analyzed and categorized by identifying major thematic
clusters, identifying key terms and technical solutions, and
determining their impact on information security.
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The categorization of international standards was done in
the following aspects: encryption mechanisms were
identified in the first category, authentication mechanisms
were identified in the second category, hash function
mechanisms were identified in the third category, key
management mechanisms were identified in the fourth
category, prime number and bit generators were identified in
the fifth category, and requirements for cryptographic
modules were identified in the sixth category.

Figure 2 shows the scheme of the
categorization.
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Figure 2. Categorization of International Cryptographic
Standards (change title, should be: Requirements for Crypto-
graphic Modules)

The stages of analysis and categorization of standards al-
lowed us to identify their importance in ensuring strong data
protection in today's digital world. This approach to research
allows to present a complete picture of standards and their
role in cryptographic security.

3. Results and discussion

Fourteen standards covering encryption mechanisms, five
standards dealing with authentication mechanisms, three
standards dealing with hash function mechanisms, eight
standards dealing with key management, three standards
dealing with prime number and bit generators, and five
standards dealing with requirements for cryptographic mod-
ules were identified and analyzed. Below is an analysis of
several major international cryptographic standards in each
of the six categories.

3.1. Encryption mechanisms

ISO/IEC Standard 18033. Information security. Encryp-
tion algorithms. The ISO/IEC 18033 series consists of seven
parts, of which six are valid, dealing with cryptographic
encryption algorithms and key management techniques. The
first part of the standard, ISO/IEC 18033-1, is dedicated to
presenting the general definitions and concepts used in sub-
sequent parts of the standard. The standard introduces the
basic concepts of encryption and describes the general as-
pects of its application and characteristics. The second part of
the standard, ISO/IEC 18033-2, defines encryption systems
for data confidentiality, which use encryption algorithms to
protect plaintext information in transmission or storage. The
third part of the standard, 1SO/IEC 18033-3, specifies block
ciphers in symmetric encryption systems, describing algo-
rithms for processing plaintext blocks and defining crypto
algorithms for 64-bit (TDEA, MISTY1, CAST-128, HIGHT)
and 128-bit (AES, Camellia, SEED) block ciphers. The fifth
part of the standard, ISO/IEC 18033-5, addresses identity-
based encryption mechanisms. The sixth part of the stand-
ard, ISO/IEC 18033-6, describes two homomaorphic encryp-
tion mechanisms such as El-Gamal exponential encryption
and Paye encryption. The seventh part of the standard,

ISO/IEC 18033-7, deals with mechanisms for customized
block ciphers [8]. The current standards of ISO/IEC 18033
series have no adapted and harmonized analogues in the
Republic of Kazakhstan.

ISO/IEC Standard 29150. Information technology. Secu-
rity techniques. Signcryption. ISO/IEC 29150 defines four
mechanisms for encrypting signatures, based on public key
encryption methods that require their own public and private
key pairs for both sender and receiver [9]. The current stand-
ard was published in December 2011 and amended in March
2013. In the Republic of Kazakhstan there is no adapted and
harmonized analogue of this standard.

ISO/IEC 10116. Information technology. Security tech-
niques. Modes of operation for an n-bit block cipher.
ISO/IEC 10116 specifies modes of operation for an n-bit
block cipher to ensure data confidentiality in transmission or
storage. However, these modes do not include data integrity
protection and do not guarantee confidentiality of message
length information [10]. The current version of the standard
was published in July 2017. The adapted and harmonized
analogue of the standard is used in the Republic of Kazakh-
stan.

ISO/IEC Standard 14888. Information technology. Secu-
rity tecniques. Digital signatures with appendix. The
ISO/IEC 14888 series of standards consists of three parts,
each defining encryption and digital signature mechanisms.
The first part of the standard, 1ISO/IEC 14888-1, describes
the general principles and requirements for digital signatures
with an annex. The second part of the standard, ISO/IEC
14888-2 addresses digital signature mechanisms based on
integer factoring. The third part of ISO/IEC 14888-3 ad-
dresses digital signatures based on discrete logarithm [11].
The current versions of the standards were published in April
2008, validated in October 2015 and in November 2018. The
Republic of Kazakhstan has and uses an adapted and harmo-
nized analogue of these standards.

ISO/IEC Standard 13888. Information security. Non-
repudiation. The ISO/IEC 13888 series of standards consists
of three parts, each focusing on fault tolerance techniques
using cryptographic encryption mechanisms. The first part of
the standard, 1ISO/IEC 13888-1, is a generic model with de-
scriptions and requirements for the subsequent sections. The
second part of the standard, ISO/IEC 13888-2, defines com-
mon structures for services that provide authorship preserva-
tion, as well as communication-related mechanisms for prov-
enance preservation and secure delivery. The third part of the
standard, 1SO/IEC 13888-3 defines mechanisms for provid-
ing specific, communication-related fault tolerance services
using asymmetric cryptographic techniques [12]. The current
versions of the standards were published in December 2012
and validated in September 2020. There are no adapted and
harmonized analogues of this standard in the Republic of
Kazakhstan.

3.2. Authentication mechanisms

ISO/IEC  Standard 19772. Information  security.
Authenticated encryption. ISO/IEC 19772 specifies five
authenticated encryption mechanisms based on block cipher
algorithms that require a shared secret key between sender and
receiver to ensure confidentiality, integrity and authentication
of the data source. Of the five mechanisms described, four
allow authentication of unencrypted data by separating the
data into an encrypted portion and additional authenticated
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data [13]. The current version of the standard is published in
November 2020. The Republic of Kazakhstan has an adapted
and harmonized analogue of this standard.

ISO/IEC 9798 Information technology. Security tech-
niques. Entity authentication. The ISO/IEC 9798 series of
standards consists of six parts describing different authentica-
tion mechanisms. The first part of ISO/IEC 9798-1 describes
general requirements and constraints for object authentication
mechanisms. The second part of the standard, ISO/IEC 9798-2
describes object authentication mechanisms that use authenti-
cated encryption algorithms. Of the mechanisms described in
the standard, four mechanisms provide authentication between
two objects without the involvement of a trusted third party,
two mechanisms are mechanisms for one-way authentication
of one object to another, and two mechanisms for mutual au-
thentication of two objects. The remaining mechanisms in-
volve a trusted third party online to create a shared secret key.
All of these mechanisms implement mutual or unilateral au-
thentication of objects. The third part of ISO/IEC 9798-3 de-
scribes object authentication mechanisms based on digital
signatures and asymmetric methods. A digital signature is used
to verify the identity of an object. The standard describes ten
mechanisms, the first, five of which do not require a trusted
online third party, while the last five utilize trusted online third
parties. Both categories include two mechanisms for one-way
authentication and three mechanisms for mutual authentica-
tion. The fourth part of ISO/IEC 9798-4 specifies mechanisms
for authenticating objects using the cryptographic verification
function. Of these, two are for authentication of a single object
(one-way authentication), while the others are mechanisms for
mutual authentication of two objects. The fifth part of ISO/IEC
9798-5 specifies mechanisms for authenticating objects using
zero-disclosure methods. The sixth part of ISO/IEC 9798-6
defines eight object authentication mechanisms that use manu-
al data transfer between authenticating devices. Of these, four
are enhanced versions of the mechanisms described in the
previous version of ISO/IEC 9798-6:2005, with reduced user
involvement and enhanced security [14].

The current versions of the standards have been published:
part one in July 2010, part two in June 2019, part three in
January 2019, part four July 2012, part five in December 2009
and part six in December 2012.

ISO/IEC Standard 25185. Identification cards. Integrated
circuit card authentication protocols. ISO/IEC 25185 de-
scribes an authentication protocol for use in physical and logi-
cal access control systems based on ICC (International Cham-
ber of Commerce) and related standards including AES-128,
RSA-2048 and SHA-256 for encryption and hashing, defines
PLAID? and its implementation to ensure interoperability
between different implementations [15]. The current standard
was published in January 2016 and is current at this time. In
the Republic of Kazakhstan there is no adapted and harmo-
nized analogue of this standard.

3.3. Hash-functions

ISO/IEC Standard 10118. Information technology. Securi-
ty techniques. Hash-functions. The ISO/IEC 10118 series of
standards consists of four parts describing hash function
mechanisms. The first part of the standard, ISO/IEC 10118-1
defines hash functions for providing authentication, integrity
and fault tolerance services, where the second part of the
standard, ISO/IEC 10118-2 defines hash functions using the n-
bit block cipher algorithm. The third part of ISO/IEC 10118-3

describes hash functions using iterative round-robin functions.
The fourth part of ISO/IEC 10118 defines two hash functions,
MASH-1 and MASH-2, based on modular arithmetic [16].
The current versions of the standards were published in Octo-
ber 2016, October 2010, October 2018, and July 2014. The
first and fourth parts of the standard have adapted and harmo-
nized analogues in the Republic of Kazakhstan.

ISO/IEC Standard 9797. Information technology. Securi-
ty techniques. Message Authentication Codes (MAC). The
series of standards consists of three parts dealing with the
hash function mechanism. The first part of the standard,
ISO/IEC 9797-1 specifies six MAC algorithms that use a
secret key and an n-bit block cipher to compute an m-bit
MAC. The second part of the standard, ISO/IEC 9797-2
specifies MAC algorithms that use a secret key and a hash
function (or its rounding function or sponge function) to
compute an m-bit MAC. The third part of the standard,
ISO/IEC 9797-3 defines Message Authentication Code
(MAC) algorithms that use a secret key and a universal hash
function with an n-bit result to compute an m-bit MAC based
on the block ciphers specified in 1SO. /IEC 18033-3 and
stream ciphers specified in ISO/IEC 18033-4[17]. The cur-
rent versions of the standards were published in March 2011,
June 2021 and November 2011. In the Republic of Kazakh-
stan, the above standards do not have adapted and harmo-
nized counterparts.

3.4. Key management

ISO/IEC 11770 Standard. Information technology. Securi-
ty techniques. Key management. The ISO/IEC 11770 series of
standards consists of seven parts. The first part of the standard,
ISO/IEC 11770-1, defines a universal key management model
independent of a particular cryptographic algorithm. The
standard covers both automated and manual aspects of key
management, including data elements and operations for ob-
taining key management services. The second part of ISO/IEC
11770-2 specifies mechanisms for key establishment using
symmetric cryptographic methods in three environments:
point-to-point, key distribution center (KDC) and key transla-
tion center (KTC). The third part of ISO/IEC 11770-3 defines
key management mechanisms based on asymmetric crypto-
graphic methods. Schemes for their use in key agreement are
considered, as well as schemes that can be used when deliver-
ing keys to establish a shared secret key in a symmetric cryp-
tographic system. The fourth part of ISO/IEC 11770-4 defines
key generation mechanisms based on weak secrets that can be
easily memorized by humans. The fifth part of ISO/IEC
11770-5 defines mechanisms for establishing common sym-
metric keys between groups of objects. The sixth part of
ISO/IEC 11770-6:2016 defines key derivation functions, i.e.,
functions that take secret information and other (public) pa-
rameters as input and output one or more "derived" parame-
ters. The seventh part of ISO/IEC 11770-7 defines mecha-
nisms for inter-domain key exchange with password-based
authentication, all of which are four-party key exchange proto-
cols with password-based authentication [18].

Up-to-date versions of the standards were published in the
following years: part one in December 2010, part two in Octo-
ber 2018, part three in October 2021, part four in February
2021, part five in November 2020, part six in October 2016,
and part seven in July 2021.

The first, second and fourth parts of the standard have adapted
and harmonized counterparts in the Republic of Kazakhstan.



Y. Aitkhozhayeva et al. (2023). Computing & Engineering, 1(3), 1-7

ISO/IEC 27099. Information technology. Public key infra-
structure. Practices and policy framework. ISO/IEC 27099
establishes requirements for information security management
of public key infrastructure (PKI) services. It includes policies
and practices for certification through an information security
management system (ISMS). The standard focuses on infor-
mation security risk assessment and covers the public key
lifecycle. It uses concepts from ISO/IEC 27000 standards and
rules from ISO/IEC 27002 for information security manage-
ment [19].

The standard was published in June 2022 and is current at
the moment.

The Standard has no adapted and harmonized analogues in
the Republic of Kazakhstan.

ISO/IEC 29192 Information technology. Security tech-
niques. Lightweight cryptography. The ISO/IEC 29192 family
of standards comprises eight parts, of which the third part
deals with block key management techniques. The standard
defines key stream generators for lightweight stream ciphers
adapted for implementation in constrained environments.

Within this standard, two dedicated key stream generators
are presented for lightweight stream ciphers such as:

- Enocoro: a lightweight key stream generator with a key
size of 80 or 128 bits;

- Trivium: a lightweight key stream generator with a key
size of 80 bits [20].

The standard was published in October 2012 and is rele-
vant today.

There are no adapted harmonized versions of this standard
available in the Republic of Kazakhstan.

ISO/IEC 18033. Information security. Encryption algo-
rithms. Of the seven parts of the standard, the fourth part de-
scribes key management techniques. ISO/IEC 18033-4 defines
output functions for combining a key stream with plaintext,
key stream generators for creating a key stream, and object
identifiers assigned to dedicated key stream generators in
accordance with ISO/IEC 9834 [21]. The current version of
the standard is published in August 2020. There is no adapted
and harmonized analogue of this standard in the Republic of
Kazakhstan.

3.5. Prime number generation

ISO/IEC Standard 18032. Information security - Prime
number generation. ISO/IEC Standard 18032 describes and
specifies methods for generating and verifying prime
numbers required for cryptographic protocols and
algorithms. The standard describes methods to verify the
simplicity of a number, methods of their generation,
including probabilistic and deterministic approaches [22].
The current version of the standard was published in
December 2020. In the Republic of Kazakhstan there is no
adapted and harmonized analogue of this standard.

ISO/IEC Standard 20543. Information technology. Secu-
rity techniques. Test and analysis methods for random bit
generators in accordance with ISO/IEC 19790 and ISO/IEC
15408. ISO/IEC 20543 is a description and methodology for
evaluating random bit generators intended for cryptographic
applications, regardless of their determinism. The standard
was published in October 2019 and is currently valid [23].
There is no adapted and harmonized analogue of this stand-
ard in the Republic of Kazakhstan.

3.6. Requirements for cryptographic modules

ISO/IEC Standard 19790. Information technology. Securi-
ty techniques. Security requirements for cryptographic mod-
ules. ISO/IEC 19790 specifies security requirements for cryp-
tographic modules used in security systems designed to protect
confidential information in computer and telecommunication
environments. The standard specifies four levels of security for
cryptographic modules, where each security level represents a
stepwise increase in protection over the previous level [24].
The current version of the standard was published in Septem-
ber 2012 and corrected with an addendum in October 2015. In
the Republic of Kazakhstan there is no adapted and harmo-
nized analogue of this standard.

Standard ISO/IEC 24759 Information technology. Security
techniques. Test requirements for cryptographic modules.
ISO/IEC 24759 establishes and defines the methods used by
test laboratories to verify that a cryptographic module meets
the requirements specified in ISO/IEC 19790:2012. The meth-
ods are designed to ensure a high degree of objectivity in the
testing process and to ensure uniformity of results across test
laboratories. The standard also specifies requirements for the
information that vendors provide to test laboratories as evi-
dence to demonstrate that their cryptographic modules meet
the requirements specified in ISO/IEC 19790:2012 [25]. The
current version of the standard was published in March 2017.
The adapted and harmonized analogue of this standard is used
in the territory of the Republic of Kazakhstan.

ISO/IEC TC 20540. Information technology. Methods of
security assurance. Testing cryptographic modules in their
operational environment. ISO/IEC TC 20540 provides guide-
lines and checklists to support the specification and operation-
al testing of cryptographic modules in an organization's securi-
ty environment. Cryptographic modules have four levels of
security defined in ISO/IEC 19790 to ensure the confidentiali-
ty of data of different levels of importance and for use in dif-
ferent environments (e.g., secure facility, office, removable
media, completely unsecured location) [26]. The current ver-
sion of the standard was published in May 2018. There is no
adapted and harmonized analogue of this standard in the Re-
public of Kazakhstan.

Standard ISO/IEC 17825. Information technology. Securi-
ty techniques. Testing methods for the mitigation of non-
invasive attack classes against cryptographic modules.
ISO/IEC 17825 specifies metrics for a non-invasive attack
mitigation test to determine compliance with the requirements
specified in ISO/IEC 19790 for security levels 3 and 4. These
metrics are closely related to the security functions listed in
ISO/IEC 19790. Testing is performed on specific cryptograph-
ic module boundaries and 1/O available at specific boundaries
[27]. The standard was published in January 2016 and has an
adapted and harmonized counterpart in the Republic of Ka-
zakhstan.

4. Conclusions

Cryptography, as a fundamental science of information
security, is an integral part of today's digital world. Its role is
growing rapidly in the context of the expanding Internet, the
rapid development of information technology, blockchain
technologies and the spread of the Internet of Things (loT).
Cryptography is complex mathematical algorithms that not
only provide privacy and authentication, but also protect data
from ever-evolving cyber threats. Cryptography not only
represents an area of active research, but also plays a critical



Y. Aitkhozhayeva et al. (2023). Computing & Engineering, 1(3), 1-7

role in shaping a digital trust environment where information
remains secure and the integration of new technologies is
based on sound security principles.

Cryptography standards are the foundation for securing
information and data exchange. They define critical im-
portant mechanisms such as encryption algorithms, authenti-
cation methods, hash function mechanisms, key management
mechanisms, prime and bit generators, and requirements for
cryptographic modules.

The presented analysis of standards, their categorization
gives an opportunity to simplify and accelerate the search
and selection of necessary standards when developing and/or
applying security mechanisms in the field of cryptography.
Developed by experts and recognized by international organ-
izations such as 1SO and IEC, these standards guarantee the
compatibility and reliability of cryptographic solutions.
Thanks to standards, any industry can build secure systems
that meet the highest information security requirements and
ensure data protection in the digital world.
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AnpaTna. Jlepektepai mmdpnay apKbpUIBI KOpFay YIIiH MaTeMaTHKAIBIK aJTOPUTMIEP MEH TYpPIACHIIpyJIepli KoJaaHa
OTBIPBITI, KPUTITOTPAPHSUIBIK MEXaHU3MIep OYTiHT1 KYHTre NediH akmapaTThl KOPFaylIblH CEHIMII JKOHE TalThIpMac daicTepi
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OonpIlt TaObIAABI. AJaina, KpUnTorpadusuiblK MeXaHU3MIEpi KoJIaHy OoWbIHIIA Oenrini Oip epexenep, Tamantap MeH
YCHIHBICTap OonMaca, mUQpIayAbl Ky3ere achlpy aKMmapaTThIK Kayilci3mik KaTepliepiHeH THICTI KOpFayAbl KaMTaMachl3
erneiini. byn mMoceneni wenny yurin kpuntorpadus cajgacklHAaFbl XalbIKapalblK CTaHJapTTapFa Ha3ap ayAapy KaKeT, OH/a eH
JKaKChl TEXHHUKallap, TIKIpUOesNep >XoHE JepeKTep KayilCi3IiriH KamTamachl3 eTy OOMBIHINA YCHIHBICTap >XKHHAKTaJIFaH.
’KympicTa kpunrorpadus canachlHIarbl XaJlbIKapalblK CTaHAAPTTap.bl 331pJICyMEH JKoHE peTTeyMeH aiHaibicaThiH TopT [SO
(ISO/IEC JTC 1/SC 27, ISO/IEC JTC 1/SC 29, ISO/IEC JTC 1/SC 6B ISO/TC 68/SC 2) TeXxHUKaJIBIK KOMUTETTEpiHE IOy
xacanapl. Ockl KOMHTETTEp a3ipiiereH Kpunrorpadus calachlHIAFbl CTaHAapTTapra Tanaay okypriziani. Kpunrorpadwus
callachIHAAFbI KayilCi3IKTI KAMTaMachl3 €Ty TeTIKTepiHIH Typi OOWBIHIIA XaJIbIKAPAJIbIK CTaHIAPTTapAbl CAHATTAY JKYPTi3iii.
Mudpnay mexaHM3MIEpi, ayTeHTHPHUKANHAA MEXaHU3MAEPi, XdII (YHKOWIAPH, KUITTEpAi Oackapy MeXaHU3MIepi, XKai
caHmap MeH OHT TeHepaTopiapbl, KpHUOTOrpadusUIbIK MOIYJbIEpre KOWBUIATBIH TaJaNTap CHAKTBL alThl HETi3ri caHat
anbIkTangel. CaHatTap OOWBIHIIA KBIPBIK CETi3 XalBIKApaNBIK CTAaHAAPT TANJAHIBI, OHBIH iIIiHAE KBIPHIK OEICeHAl, ai cerisi
o3ipyieHyne. Op CaHATTarbl €H ©3CKTi XaJbIKapalblK CTaHZAPTTAPIbIH Ma3MYHBI allbUIIbI, OJNapIblH MaKCaTTapbl MEH
MiHzgeTTepi kepcerinren. Kasakcran PecryOnukackiHoa KapaiFaH XalbIKapalblK CTaHOapTTapAbl Oedimzaey KoHe YillecTipy
Maceneci KO3Fanajbl, OMTKeHI ojap JepekTepii Oepy >XoHEe cakTay Ke3iHJIe ONapAblH Kayilci3airiHe kemijmik Oepyne
HICIIYITI PO aTKapajbl.
Hezizzi co30ep: kpunmozpagus, aknapammaol Kopeay, XanblKapanblk CmaHoapmmap.
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AHHoTanus. Vcnone3yst MaTeMaTu4ecKie alrOpUTMbL M [TPeoOpa30oBaHus AJIsl 3alUThl JAHHBIX MyTeM UX IH(pOoBaHHS,
KpUNTOrpaUuecKine MEXaHU3Mbl SIBJISIOTCS HAAS)KHBIMH M HE3aMEHMMBIMH METOJAMH 3al[UThl WH(QOpMALUK Ha
CeroAHAIHUIE JeHb. OpHako 0e3 ONpeieNeHHBIX MpaBwWwi, TPeOOBAaHMA © PEKOMEHIAIMA 0 HCIHOJIb30BAHUIO
KpUNTOrpadUuecKiX MEXaHHU3MOB, peanu3alius MUQpoBaHus He 00eCIeunBaeT JOHKHOM 3aIUTHI OT YIPO3 HHHOPMAIMOHHOH
6e3omacHocTH. J{yist perneHust TaHHOH POO6IEMBI HEOOXOIMMO OPHEHTHPOBATHCS HA MEXIYHAPOIHbIE CTAHAAPTH B 00JIaCTH
Kpuntorpaduu, B KOTOPEIX COOPaHBI JIyUIHe TEXHAKH, TPAKTHKH U PEKOMEHIAINH 110 00eCIIeYeHUI0 G6e30aCHOCTH JaHHBIX.
B pa6orte BeImonHeH 0630p 4eThipex TexHuuecknx komutetoB 1SO (ISO/IEC JTC 1/SC 27, ISO/IEC JTC 1/SC 29, ISO/IEC
JTC 1/SC 66 ISO/TC 68/SC 2), 3anumaronmxcs pa3paboTKONW U PETyIMPOBaHHEM MEXIYHAPOIHBIX CTAHIAPTOB B 00JIaCTH
kpunrorpadun. [IpoBeneH aHammu3 pa3pabOTaHHBIX ITHMH KOMHTETAMH CTaHIApPTOB B obmacTu kpumrtorpaduu. [IpoBeneHa
KaTeropH3aIiys MEXIyHAPOIHBIX CTAHIAPTOB IO THITY PACCMATPHBACMBIX MEXaHU3MOB OOecIieueH st 6€30MacHOCTH B 001aCTH
kpunrorpaduu. OmnpefeneHbl [IECTh OCHOBHBIX ~KATETOPHUM, TakHe Kak MEXaHWU3Mbl MIH(QPOBaHMS, MEXaHU3MBI
ayTeHTHU(DUKAIIMY, MEXaHU3Mbl XOII-QYHKIMNA, MEXaHU3MbI YIPABICHHUS KIIOYaMH, TC€HEPATOPhI MPOCTHIX YHUCEN U OUTOB,
TpeOOBaHUSI K KPHUNTOrpaduuecKuM MOIyIsM. [lo KaTeropusiM MpOaHATM3UPOBAHO COPOK BOCEMb MEXKIYHAPOIHBIX
CTaH/IapPTOB, U3 KOTOPBIX COPOK SIBJISIOTCS aKTUBHBIMH, & BOCEMb HAXOMSATCS B CTaJUH pa3paboTKu. PackphITo copepkaHue
HanboJiee aKTyalbHBIX MEXKIYHAPOJHBIX CTAHIAPTOB M3 KAXKIOW KATErOPUH, YKa3aHbl UX LEIH W 3a7a4u. 3aTPOHYT BOMPOC
aJIanTalyy ¥ TApPMOHU3AIMH PACCMOTPEHHBIX MEXKIyHAPOIHBIX CTaHIapToOB B Pecybnnke Ka3axcraH, MoCKOJIbKY OHH HIPAIOT
KITFOUEBYIO POJIb B TAPAHTUPOBAHNU OE30TIACHOCTH TAHHBIX MPHU UX TIepeiaue U XPaHCHHUH.

Knroueswvie cnosa: kpunmoepaghus, un@opmayuonnas 6e30nacHocms, MeXcOyHapoOHble CIMAHOAPMbL.
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