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Abstract. Steganography is a methodology for transmitting sensitive information while remaining undetected by an outside
observer. One of the widely used approaches in this field is embedding hidden messages in various files, with special emphasis
on the secrecy of the transmission process and the possibility of increasing the amount of data carried. The modification of the
Least Significant Bit (LSB) method for embedding hidden messages in a graphical image proposed in this paper represents a
step forward in improving steganographic techniques. This method is based on an innovative bandpass transform, where the
embedded message is perceived as visible «noise» or interference added to the image. A key step in this process is the profes-
sional isolation of said noise from the signal, which allows for the extraction of the transmitted secret message with high accu-
racy. The uniqueness of the new method is manifested in the use of a complex combination of several matrices to «mix» the
image fragments. Through experiments, different combinations of matrices were selected to provide a higher signal-to-noise
ratio. The results obtained confirm that the new method, compared to conventional bandpass transform, shows a significant
improvement in signal-to-noise ratio. This, in turn, enhances the ability to embed longer secret messages, improving the overall

efficiency of the steganographic process.
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1. Introduction

To ensure the security of the communication channel, mes-
sages transmitted between two subscribers are transformed so
that their interception by a third party is useless. Usually such
tasks are solved using cryptographic methods. In the general
case, the cryptographic transformation of a message occurs
with the participation of some secret key, available only to the
sender and the recipient. Getting the original message from the
transformed one is almost impossible without knowing the
secret key. Accordingly, the analysis of data transmitted over
an open communication channel does not allow a third party to
freely read the original message.

When a message is received, for example, in the form of a
file, then the problem of its further protection is also relevant.
Thus, a graphic file created by one person can be copied by
another person or slightly altered and further unlawfully issued
as copyright property. Then it becomes necessary to create
means that allow to uniquely identify the author when it comes
to copyright, or to identify the end user when it comes to find-
ing the source of unlicensed copies of a file. Such tools are
being developed and researched within the framework of the
science of steganography. Steganography studies techniques
for creating a covert communication channel by embedding
secret messages in digital data objects called containers. In
cryptography, access to a message is limited if the secret key is
unknown, and in steganography, the very existence of a secret
message is hidden.

Depending on the task, such a container is chosen that al-
lows you to get higher secrecy and a larger volume of the
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transmitted message. Stealth is understood as the probability
of not detecting the fact of the introduction. Obviously, the
very fact of transferring a container without a message is not
something suspicious.

Currently, text, audio, video, images and executable files
(programs) are used as containers. Embedding into the text can
be carried out by replacing synonyms. [1]. The text consists of
words, some of them have synonyms. Such words in the
source text are replaced with the synonym corresponding to
the embedded message. The received text has the same mean-
ing, but already contains a hidden message.

For embedding in an audio file, it is possible to add noise
or slightly vary the signal value in accordance with the secret
message. The resulting audio file does not differ from the
original from the point of view of human perception, but it
already has hidden data.

When shooting video, it is possible to use two cameras,
standing next to each other. At the stage of editing, the final
film is created by inserting short fragments (mise-en-scéne)
both from one camera and from the second, according to the
embedded data. Variations in the shooting position are not
detected by the viewer and do not affect the overall perception
of the picture.

In steganography, the most widely used methods of em-
bedding in the image. Any image is represented as a matrix
of pixels, each of which has a color (represented in binary
form). LSB implementation methods, for example [2], sug-
gest replacing the least significant bit of the pixel color with
a secret message. The use of this approach does not distort
the visual perception of the image.

This is an Open Access article distributed under the terms of the Creative Commons Attribution License (http://creativecommons.org/licenses/by/4.0/),
which permits unrestricted reuse, distribution, and reproduction in any medium, provided the original work is properly cited.



https://ce.journal.satbayev.university/
http://creativecommons.org/licenses/by/4.0/
mailto:nurbekkyzy_e@mail.ru
https://ce.journal.satbayev.university/index.php/journal/article/view/1246

A. Yerimbetova et al. (2023). Computing & Engineering, 1(1), 6-12

The rapid development of LSB implementation methods
gave rise to the emergence of steganalysis methods for imag-
es, i.e. methods for detecting the fact of transmitting a secret
message. As a result, in order to ensure an acceptable level of
secrecy, the implementation is carried out not in all pixels,
but only in some part (now it is several percent), and these
pixels are selected in a pseudo-random way.

Let us briefly review the methods of steganography of
images presented in the scientific literature. L.A.
Mironovsky, V.A. Slaev [3] described the main matrix meth-
ods for processing continuous signals and images using strip
transformation. The problem of estimating the potential noise
immunity and synthesizing the optimal filter for the case of
pulse interference is solved. The possibilities of two-
dimensional strip transformation for storing and noise-
resistant image transmission are investigated. Examples of
image strip transformations are given and classes of images
that are invariant with respect to symmetric orthogonal trans-
formations are described.

A.P. Alekseev [4] concluded that steganography is a rapid-
ly and dynamically developing science that uses the methods
and achievements of cryptography, digital signal processing,
communication theory and computer science. The monograph
by B. Ya. Ryabko., A. N. Fionov [5] describes the main ap-
proaches and methods of modern cryptography and steganog-
raphy for solving problems arising during the processing,
storage and transmission of information.

O.1. Shelukhin et al., [6] described the issues of hiding in-
formation in text documents, network steganography, methods
and algorithms for hiding data in audio signals of WAVE and
MP3 formats, which are important for practical use. Methods
and algorithms for hiding data in the spatial and frequency
domains of still images are analyzed; software implementation
of the introduction of a digital watermark into a video contain-
er in BMP and JPEG formats. The issues of introducing wa-
termarks based on wavelet transformations are highlighted. In
addition to the theoretical sections, the manual contains exten-
sive practical material — a large number of software-
implemented hiding algorithms using modern application
software packages Matlab and Mathcad, as well as program-
ming languages Python, C++, C#, etc.

In the article [7], F.A. Murzin et al., investigated the vari-
ants of the strip method. Namely, the variants based on the use
of different matrices are considered: Hadamard, Haar, Confer-
ence, C-matrix, etc. Various types of matrices and signals were
tested. A theoretical estimate is proposed in terms of spectral
expansion coefficients for the error rate for a bandpass trans-
formation based on the Hadamard matrix in the case of pulse
interference. These variants of the strip method were imple-
mented in our work.

Rosziati Ibrahim et al [8] propose a new algorithm for hid-
ing data inside an image using the steganography technique.
The proposed algorithm uses binary codes and pixels inside
the image. Various data sizes are stored inside the images, and
the PSNR (peak signal-to-noise ratio) is also recorded for each
of the tested images. Based on the PSNR value of each image,
the stego image has a higher PSNR value. Therefore, this new
steganography algorithm is very effective for hiding data in-
side an image.

E.A. Bela [9] focused on Haar cascades and is based on the
article by Viola P., Jones M. «Rapid Object Detection using a
Boosted Cascade of Simple Features». Some subtleties of
cascade training that were not described in the original article

are described here. In particular, this is a method for iterating
through the thresholds of weak classifiers, as well as an opti-
mized method for constructing a cascade of classifiers.

R. Sonic et al [10] investigated an efficient algorithm for
calculating parametric Slant-Hadamard transformations. The
authors presented the Slant-Hadamard matrix of order n2 as a
product of sparse matrices, developed the corresponding fast
Slant-Hadamard transformation and its complexity.

According to A. Alharbi et al [11], one of the possible
ways to conceal classified information is the use of images.
Images are the most common type of payload in terms of
their availability and use in steganographic applications.
They are able to hide secret information, because the human
eye is less sensitive to minor changes in the image. In this
paper, they propose a steganographic method using a discrete
Haar wavelet transform, in which the data is hidden in the
frequency domain.

In this paper, the purpose of the study is to transmit the
hidden data using an image object. This experiment is con-
ducted by researchers in two ways. The sender's side sends
encrypted and unencrypted hidden data in graphic formats
with security concerns. The extracted hidden data will be
decrypted on the receiver side in the case of encrypted hid-
den data, and as part of security, the goal of ensuring image
quality remains unchanged for human eyes (Figure 1).

Figure 1. Scheme of transmission of hidden data using an
image object

2. Materials and methods

Many tasks of information transformation and data
analysis are related to image processing and transmission. As
mentioned earlier, images are the most popular there are many
different image file formats, most of which are designed for
specific applications. Various steganographic algorithms exist
for these different image file formats [11,12].

Image definition. For a computer, an image is a set of
colored pixels (dots), the color is represented in the RGB
palette in the computer's memory as triples of numbers [13].
Currently, there are quite a lot of different methods (and their
variants) for embedding messages. All the methods used are
fairly well described in special literature [6-9]. The list of
steganographic methods is updated annually, more reliable and
original ways of hiding information are being invented, which
will require new, effective methods of analysis to neutralize.

This article explores the possibility of using the strip
method for storing and noise-immune transmission of images.
In this case, matrix transformations of the original image are
used before transmission, during which the image fragments
are mixed and superimposed on each other. The converted
image is transmitted over a communication channel, where it
is distorted by impulse noise. Its action can lead, for example,
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to the complete loss of individual fragments of the image.
When a signal is received at the receiving end, an inverse
transformation is performed, as a result of which the image is
restored. If we ensure a uniform distribution of impulse noise
over the entire area of the image (without changing its energy),
then a significant attenuation of the amplitude of the noise will
occur and an acceptable quality of all areas of the
reconstructed image will be achieved.

The first stage of strip conversion of two-dimensional
signals consists in splitting the original image

Py - plT
P=| : .
psl o Per

where T and S are the horizontal and vertical widths of
the image. P is divided into N rectangular fragments of the
same size [14]. Let's designate the number of horizontal and
vertical stripes into which the image is cut through m and n;

then N=mxn. We represent the image obtained after splitting
as a block matrix
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The image is presented in a gray palette, i.e. RGB
components of the palette are equal for each pixel and
pst:€{0...255}.

Next, the fragments are linearly combined. In this paper,
a matrix approach is considered. In this case, two approaches
are possible - vector and matrix. There are three options for
isometric transformation of this matrix in order to «mix» its
fragments:

A) multiplication by the orthogonal mxm matrix B on the
left: z = BX (left-side matrix transformation)

B) multiplying by the orthogonal nxn matrix A on the
right z, = XA (right-handed matrix transformation).

C) Simultaneous multiplication by the matrix B on the
left and by the matrix on the right: Z = BXA (two-sided
matrix transformation).

The transmission and reception of images using a two-
way strip transform is shown in Figure 2. Here A - denotes a
secret message.

g Matrix Z z I\“lat'rlx ‘ . ‘
»_‘3 multiplication transimit via mu]np]lc:inon X 3
= BX/XA/BXA C communication] B /Z°A7

Al chamnel JA\r Bt

Figure 2. Scheme of transmission-reception

After receiving P, the transmitted secret message is
calculated A'=Z'—P’. Due to the mathematical properties
of the applied transformations A~ A’.

Transformation of image fragments during transmission
is carried out according to the formula

Z=A"xXxA 1)

Reconstruction on the receiving side of an image formed
from fragments Y and transmitted over a communication

network is performed through an inverse two-way
transformation in the form
X =(A")'xZxA™" 2

The resulting image P is the result of defragmentation
from fragments of the X type of the received image.

3. Results and discussion

This paper discusses a special steganographic method for
hiding information in digital images. This steganographic
method uses the Hadamard transform and works on grayscale
images. This method has been extensively tested on a variety
of images with various textures and is robust enough to avoid
various attacks such as adding noise or squeezing. The
experimental results show that the considered system
successfully preserves the image quality and remains
unnoticed by the known methods of steganalysis. The
Hadamard transform is an example of a generalized class of
Fourier transforms. It performs an orthogonal, symmetric,
linear operation on real numbers (or complex numbers,
although the Hadamard matrices themselves are purely real).
The Hadamard transform has a significant computational
advantage over other methods. Their unitary matrices and
transformations consist of and are calculated only with the
help of additions and subtractions, but they do not involve
multiplication. Consequently, for processors for which
multiplication is a laborious operation, sustainable savings
are achieved.

During the experiments based on the Hadamard
transformation, the following matrices were also tested: Slant,
Discrete Cosine Transform, Haar, Conference, S-Matrix.

Choice of transformation matrix. Strip transform matrices
are selected in order to achieve the most uniform distribution
of interference in the signal or image as a result of decoding
at the receiving end of the communication channel. This will
allow the most accurate recovery of information about
distorted or lost fragments.

The Hadamard matrix H is a given square matrix
satisfying
HH'=nl, @3)

in which all records in the first row and first column are +
1, and the rest of the elements are +1 or -1. The inner product
of any two rows (columns) is 0. This is referred to as the
orthogonal property. He assumed that the Hadamard matrix
exists if and only if n = 0 (mod4). Despite the efforts of
several mathematicians, this hypothesis remains unproven,
although it is widely believed to be true. This condition is
necessary and the sufficiency of the part is still an open
problem. These Hadamard matrices were systematically
investigated by Paley in 1933. There are other orthogonal
matrices such as Slant and Haar matrices, Discrete Fourier
transform (DFT), discrete cosine transform (DCT), shell
matrix, etc. [15].

Algorithm for implementing the Hadamard transform:
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Block strip method for transforming images. A matrix of
size¢ M by N is divided into m into n blocks, to each of 3
of which a strip transformation is applied 4. Input
parameters: file with an image, m is the number of blocks
horizontally, n is the number of blocks vertically. We tested
images with dimensions: 1600x1200, 600x600, 512x512,
256x256, 600%600,1024x1024, 1024x1024. For testing, the
pictures were taken from the Internet.

4 Secret image - [m] X
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Figure 3. (a) is the original image, (b) is a strip-transformed
image, (c) is a reconstructed image after transmission in a
channel with impulse noise using a strip transform, (d) Noisy
fragmented image, (e) is a reconstructed image after transmission
in a channel with interference without using strip transforms, f)
Converted final image, j) detected message

Results:

Two-sided (two-dimensional) strip transformation of
images is shown in Figure 3. Here (a) is the original image,
(b) is a strip-transformed image, (c) is a reconstructed image
after transmission in a channel with impulse noise using a
strip transform, (e) is a reconstructed image after
transmission in a channel with interference without using
strip transforms. The above example of a strip transform is
implemented using a 4x4 Hadamard matrix, and a single
noise corresponds to a 30%30 pixel rectangle. The weakening
of the influence of impulse noise is realized by the fact that
during inverse transformations performed on the receiving
side with a transposed orthogonal matrix, the noise is evenly
distributed over the entire reconstructed image. For
maximum attenuation of the noise amplitude in the strip
transform, as a rule, extremal orthogonal matrices of orders 4
and 8 are used. Hadamard matrices exist on orders 4t, where
t is a natural number. There are more than two such matrices
on each order. However, the existing algorithms for
calculating Hadamard matrices ensure the inheritance of only
the structures of the matrices corresponding to these
methods. There is no their structural and quantitative
diversity in the orders of existence.

The result of the inverse transformation coincides with
the original image, up to the transposition of the masking
matrix: there is no need to separately store not only the
inverse matrix itself, but also its half due to its symmetry.
This saves memory when directly implementing the method
on the system. It is the presented simplified version of the
strip transformation (without using Kronecker multiplication
and cutting the image into strips), but implemented with
unique matrices, that was called masking.

To carry out calculations and mathematical operations,
the Matlab application is used. The functionality of this
application made it possible to perform orthogonal
transformation with a digital image, as well as calculate the
desired metrics.

For the comparison, the following orthogonal
transformations were chosen: Hadamard, Haar, oblique,
discrete cosine. To compare the effect of noise on the final
result, the following indicators were selected [13]

average modulus of deviation

no(X.—V.
IJ_: z| 1) 2yl]|
. @)

root-mean-square deviation modulus

2
no(xX. —V.
L2 = Z| i Zyu|
ol (5)
maximum deviation modulus
max (X.. — ‘
1<i,j<n I y“ (6)

signal-to-noise ratio PSNR

2.2
10l0g,y — 255°n
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For the experiment, images with light and dark areas of
different frequency characteristics were selected. Interference
to the image was set in the form of a black area of various
sizes in the center of the image.

For the experiments, images of sizes 400x400, 512x512,
600x600, 800x800,1024x1024 were used. For each size, 25
images were tested. The images were “cut” into fragments,
after which they were subjected to two-sided transformation
using the matrices described above.

Table 1. Results of experiments using transformation matrices
(size 1024%x1024)

Methods Max L1 L2 PSNR
Haar+Haar 72,99699 = 2,56507 0,47514 40,8345
Haar+Hadamard(2" 39,2723 2,58196 0,67347 40,56836
n)

Haar+Slant 42,32732 | 2,56632 0,656235 | 40,64133
Haar+Hadamard(p+ = 242,15 8,4986 1,490525 @ 29,70511
1)

Haar+CreatingLege = 39,55325 @ 2,560085 @ 0,667305 @ 40,7044
ndre

Hadmard(2”n)+Had = 17,71095  4,1032 3,19386 36,20309
amard(2”\n)

Hadmard(2”n)+Haar = 39,2723 2,58196 0,67347 40,56836
Hada- 19,28821 = 4,40384 3,36667 35,67784
mard(2”n)+Slant

Hadmard(2”n)+Had = 582,9547 = 146,0302 | 110,0094 @ 5,039475
amard(p+1)

Hadmard(2"n)+creat = 16,33816 = 3,577025 | 2,761904 @ 37,51159
ingLegendre

CreatingLegen- 43,88584 | 4,203045 = 2,14059 35,97084
dre+Haar

Creating- 20,90581 | 3,598735 | 2,694915 @ 37,43103
Legedre+Hadamard(

2"n)

CreatingLegen- 23,3122 3,78383 2,767745 | 37,17978
dre+Slant

Creating- 242,15 13,74597  8,611805 | 25,87514
Legedre+Hadamard(

p+1)

Creating- 19,40275 = 3,21828 2,392725 = 38,40855
Legedre+CreatingLe

gendre

Hadmard(p+1)+Haa = 238,94 13,63 31,56 18,14

r

Hadmard(p+1)+Had = 80,53 13,11 16,49 23,78
amard(2”n)

Hada- 209,98 24,36 32,91 17,78
mard(p+1)+Slant

Hadmard(p+1)+Had = 188,35 24,75 31,4 18,19
amard(p+1)

Hadmard(p+1)+sltm = 234,46 19,06 40,19 16,04

tx

Slant +Haar 170,77 9,12 21,53 21,46
Slant+Hadamard(2" = 89,48 9,06 13,15 25,74

n)

sltmtx+Slant 188,04 14,69 21,73 21,38
sImtx+Hadamard(p+ = 178,88 19,35 27,73 19,26

1

sltmtx+sltmtx 180,21 15,76 30,56 18,42

A visual comparison (Table 1.) of the images clearly
shows that at any percentage of information loss, discrete
cosine and Hadamard matrices, it is best to save the image,
which allows it to be brought closer to the original using
third-party software and other algorithms. Using an oblique
matrix or Haar matrix allows you to keep some parts of the
image exactly as in the original image (which may be due to
the fact that they were not affected by the interference), but
significantly spoils the image. At the same time, other areas
of the image are seriously distorted or cannot be restored.

10

In the course of the work, new experiments were carried
out with several types of strip transformation matrices. Those
of them have been identified that are most successful in
minimizing the negative impact of interference, evenly
distributing it over the entire image, thereby making it
possible to restore the lost areas. The dependence of the
degree of reconstruction on the size of the interference was
revealed for various matrices and images with different
frequency characteristics.

Below is a comparative analysis of standard methods for
suppressing noise in images (table 2). Figure 4 shows the
diagrams for different values of N and M difference PSNR.

PSNR= F(N) FOR

DIFFERENT M
——2
= 4
4 2
16
1 3 5 7 9 =H=32
LOG2(N) 64
a)
PSNR= F(M) FOR
DIFFERENTN
- = = S = = =] —.—2
g 40 =——o—2—9—0—9—9 4
P e S WP .
34
1 3 5 7 9 16
Log2(Mm) ——32
b)

Figure 4. Schematic representation of PSNR results for
different values of a) N and b) M

4. Conclusions

The purpose of this article is to study algorithms for digi-
tal image processing based on orthogonal transformations for
image restoration. This goal was achieved, the tasks were
completed. The program is implemented in the Matlab envi-
ronment. As a result of the research, the method of introduc-
ing hidden messages, based on strip conversion, was im-
proved. In the course of experiments, it was shown that the
new method, in comparison with the conventional strip con-
version, allows one to obtain a higher signal-to-noise ratio,
which obviously allows embedding a longer secret message.
It is assumed that the embedded message should be a regular
image, and not any encrypted sequence.
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Anparna. CreraHorpadusi — CHIPTKbI OakpUIaylIbuIapFa KOPIHOGHTIH OOJBIN KalyFa THIPBICATBIH KYIHS aKIaparThl
Oepy/iH MHHOBaUMSJIBIK omicTeMeci. byl canajna KeHIHEH KOJJIaHBUIATBIH TOCUIIEp SJIEMIHJE JKachIpblH Xabapiamalapabl
opTypui ¢ainapra KipicTipy epekieneHe i, Oipak TeK TachIMaliay MPOIeCiHiH KYIUsUIBUIBIFBIHA FaHA HA3ap aynapbUIMaiiibL,
COHBIMEH Oipre TachIMalIaHATHIH JIepeKTep KOJEeMiH YIFaUTy MYMKiHZIriHe KeHin Oeiminenmi. OChl Makaiaja YCHIHBUIFaH
rpaduKaNbIK KeCKiHre >KachIpBIH XabapiaManapabl KipicTipy ymIiH eH kimri MaHe3asl 0ut (LSB) omiciHiH MOIU(pUKAIHSCH
CTeraHorpa(usUIbIK TEXHOJIOTHUIApAbl JKETULNIpyAeri anra Kajam Ooibln TaObutaabl. Byn oic MHHOBaIMSUIBIK YKOJIAKTHI
TYPJICHAIpYTe HETI3AeNTeH, MyH/Ia KipicTipiireH xabapiamMa CypeTKe SHTI3UITeH «ITy» HeMece KeIepri peTiHae KaObUIIaHa bl
By npomecTiy Herisri Ke3eHi —OepiIreH IIyabl CUTHAIAAH KociOW Typae oKmaymay, Oyr kidepinreH Kymusi XabapiraMaHbI
JKOFapbl JQJIKIEH IIbIFapyFa MyMKiHZiK Oepeni. JXKana omicTiH Oipereinmiri cyper (parMeHTTepiH «apanacTblpy» YIIiH
OipHemie MaTpHIaIapAbIH KYpAedi KOMOMHAIMCHIH KOJIaHYJaH KepiHeHl. DKCIEePHIMEHTTEP apKbUIBI JKOFaphl CHTHAN/IITY
KAaTBIHACBIH KaMTaMachl3 €TETiH MAaTpUIIAPABIH OpTYpJi KOMOWHAUMsIapbl TaHIAIAbl. HoTwkenep kaHa ofic oAeTTeri
JKOJIAKThl TYPJICHIIPYMEH CalbICThIPFaH[a CHUTHAJ/Iy KAThIHACHIHBIH aWTapJbIKTail JKakcapraHblH Kepcereai. byn e3
Ke3eriHae creraHorpadusuIbIK TPOLECTIH THIMIUICIH apTThIpa OTHIPHIN, Y3aFbIpak Kymusa xabapiamaiapAbl CHIIpY
MYMKIHIIKTepiH kKeHeTeni. OchlIanina, YChIHBUIFAH 9/IC KACBIPBIH aKMapaTTsl Oepy Ke3iHae KayilCi3ZiK >KONAFblH KeTepil
KaHa KOMMai/bl, COHBIMEH KaTap KYNUs JIepeKTep/li €HTi3y YIIIH CHIHBIMIBUIBIKTA aTapIIbIKTal ecy/1i KaMTaMachl3 eTelli, Oy
cTeraHorpadusHbIH JaMyblHA MaHBI3/IbI YJIEC KOCAIbI.

Hezizzi co3oep: LSB-cmezanocpagpus, Aoaamap, Slant, Xaap, cmpun-adic, kynus xabaprama.

KomOnHupoBanue MaTpui B CTpUINI-TIPe00pa3oBaHUM ISl BHEAPEHUS
CKPBITBHIX COO0LIIEHNIT B H300pakeHne

A. Epumb6erosal, D. Jlaiteip6aesal”, U. Heuta?, JI. Jlyknanosal
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Annoranusi. Creraorpadust IpecTaBiIsieT co00i MHHOBAIMOHHYIO METOJOJIOTHIO Iepeiayd CEeKPeTHOW MH(pOpMAaIuy,
CTPEMSICh OCTABaThCSI HEBUIMMOM /I BHEUIHUX HaOitopateneid. B Mupe mmpoko Mcroib3yeMbIX MOJIX0I0B K 3TOW 00JIacTH
BBIJICTISIETCS] BCTPAaUBAHUE CKPBITHIX COOOIEHNH B pa3iu4Hble (aiiibl, IpU 3TOM 0c000€ BHUMAHUE YAEIAETCS HE TOJIBKO CeK-
PETHOCTH caMoOro Ipoliecca Nepegayd, HO U BO3MOXHOCTH yBEIWYEHHs 00beMa IEepPeHOCHUMBIX NaHHBIX. [IpemioxkeHHast B
JIAHHOM cTaTbe MOAM(UKALMSA METOa HAaMMEHbIINX 3Havaux out (LSB) aist BctpanBaHus CKPBITBIX cOOOMLIEHHI B rpaduye-
CKO€ M300paXKeHHUEe TpeJICTaBIsIeT co0O0il mar BIepe] B COBEpPIICHCTBOBAHUN CTEraHOTPA(QUUECKUX TEXHOJIOTHH. DTOT METOA
0azupyeTcsi Ha MHHOBALMOHHOM ITOJIOCOBOM IIPE0Opa30BaHMM, IJie BCTPOCHHOE COOOMICHHE BOCIIPHHUMAETCS KaK BHIMMBIH
«IyM» WM IIOMeXa, J00aBlIeHHas K M300pakeHUro. KIlroueBBIM 3TarioM JaHHOTO IpoLecca SBISETCS HpogecCHOHATbHAs
M30JIALMS YKA3aHHOTO IIyMa OT CHTHANA, YTO HO3BOJIET W3BJICKATH IIepeaaBaeMoe CEKPETHOS COOOLICHHE C BHICOKOI TOYHO-
CTBI0. YHHKAJILHOCTh HOBOTO METOJa IPOSIBIACTCS B IPUMEHEHHH CJIOKHON KOMOMHAIIMY HECKOJIBKUX MATPHI U «CMELIH-
BaHW» (hparMeHTOB n300paxkeHns. [IyTeM SKCIIEpUMEHTOB OBUTH MOJOOpaHBl pa3IuYHbIe KOMOMHALIMN MaTpHII, 0OecIednBa-
IOIIMX OoJiee BEICOKOE OTHOLICHHE CHIHAJ/IIyM. [1oyd4eHHbIe pe3yabTaThl HOATBEPIKIAIOT, YTO HOBBIH METOJ, IO CPABHEHUIO
C OOBIYHBIM TIOJIOCOBBIM MIPE0Opa30BaHUEM, IEMOHCTPHPYET 3HAUNTEIBHOE YIIyUllIeHHE OTHOILIEHUS! CUTHAI/IIYM. DTO, B CBOIO
ouepellb, paclIupseT BO3MOKHOCTH BCTpauBaHUsl 0oJiee JIIMHHBIX CEKPETHBIX COOOLICHUH, yay4mias B 1esioM 3()(HeKTHBHOCTD
cTeraHorpaguyeckoro nporecca.

Knrueswvie cnosa: LSB-cmezanoepagpus, Aoamap, Slant, Xaap, cmpun — memoo, cexpemuoe coodbujenue.
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